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1. Overview of crisis management and the College plan

2. Business continuity planning lifecycle

3. Resources available to help you

4. Any questions
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What is a crisis?
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Crisis

 Abnormal and unstable situation.

 Threatens:

— People

— reputation

— strategic objectives

— viability of the College

Business Continuity

21 October 2019
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Stats

* 63 notifications since Nov17. 30 notifications in 2019

Types of Notifications

- Some will require:

2%uilding
o Investigation Abroad 15
10
5
O Standby Weather 0 Local - external

o Partial invocation Transport

y ) Loss of research
disruption

Suspicious

o Full invocation package
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Triggers for invocation

« Communications « Safety

« Core College Major Events Security

- Data Protection « Staff and Students
- Estates & Facilities « Travel

- ICT - External

* Legal & Financial
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Crisis Management Plan

SO Search this site

¥ Not following <7 Next steps

Yl Crisis_Management

Private group

Home + New v £} Page details Published 8/21/2018

Contacts ol
Crisis Management
Meetings
Agend A crisis is an abnormal and unstable situation that is threatening, or could threaten, to harm people, reputation, the delivery of strategic objectives or the viability of il 02-UK % 1010 -
enda ~ " N ~ " : ~
9 Imperial College London, When an agreed escalation trigger is reached, the Incident Management Group will convene and the President's Executive Group B e
Situation Updates (PEG) informed
SharePoint
Roles & Responsibilities 1 = |mmediate Response

' Crisis_Management

Published 8/21/2018

Crisis Management

A crisis is an abnormal and unstable
situation that is threatening, or could
threaten, to harm people, reputation,
the delivery of strategic objectives or
the viability of Imperial College
London. When an agreed escalation
trigger is reached, the Incident
r"‘«ger‘uda Situation Update% & LO(} Management Group will convene
and the President's Executive Group
(PEG) informed.

When to Escalate 3 o S ) Ry A2 & i s ¢ e tha i lant
This information is used for aising the incigent rv‘anagerr‘e'\ Group, ‘-"‘TCE'-".’T"‘vg PEG and managing the incident

Conversations

Recycle bin

Edit

1. Immediate Response

A

@ Microsoft Teams

Contacts Meeting Re
Conference BUSINESS CONTINUITY
ANNIVERSARY AWARDS

LIAISING INCIDENT MANAGEMENT TEAMS =

Incident Management Award - sponsored by Clearview
Highly commended:Imperial College London
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Teams

President’s Executive Group (PEG) Plus .

- Determine strategic aim to provide direction to IMG.
* Agree media strategy and communications.

»  Oversee the response of IMG.

« Consider longer term impact on the College strategic

objectives. D D

Incident Management Group (IMG)

*  Propose IMG objectives to PEG.

« Identify actions required to deliver objectives and assign responsibility.
« Track the status of actions taken.

* Provide regular situation updates to PEG.
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Liaising crisis management teams

| —

" ————t —

.
Faculty - —

Board Room

Battlebox in
cupboard
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EX RD Emergency Group
Terry, +44 7455 191875, +44 7595 236318, ...

pressed while putting on
charge

l

wil 02-UK 4G
< EX RD Emergency Group

13:29

+ 44—

. . Scm received. Thank you.
Incident on exhibition rd

Viav-Hf O

museum tunnel from south
Ken station if police ask us
to close it.

+44 7881 257242

We are trying to get more
information about the
reason for the evac, will

Thanks for the informati UP9ate soon-

any idea what the cause
Imperial College receive

+44 7837 699365
Can any one update

+44 7881 257242 TfL travel a

V&A received closed due to a fire aler
+44 7837 699365 _ ‘
Science museum receive. Station reopened
Thank you
+44 7881257242
Received, thank you.
-+ ©

T ——.,

+

02-UK 4G

Terry, +44 7455 191875, +44 7595 236318, ...

s report on
witter South Ken station

13:30 7 @ % (wmm)

EX RD Emergency Group

Terry, +44 7455 191875, +44 7595 236318, ... Business Continuity

Canary Wharf building evacuateéd 21 October 2019
after suspicious package found

near Tube station

Cordons = Vet confirm
incident was false alarm
< © % @) dependent.co.uk ul 02-UK 4G 13:29 ¥ @ % wm)

EX RD Emergency Group

Terry, +44 7455 191875, +44 7595 236318, ...

Wharf bomb sc <
evacuate buildin

e acy coc 1447837609365
PUSPICIOUS packat - geience Museum received.
near Tube statior  Thank you

dependent - http

Currently stil
Running services on the Pic
ine with operators alread
minor delays
through the city. Services
will continue beyond 13.00.
Will keep you updated with
progress. TfL

1€

n't find confirmat
3t police twitter fe
ws reports like tt

©

Thanks, much appreciated

4 W

©

+44 7748 966057
Thanks for all the updates.
Very useful. RAH

o ©
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What I1s business
continuity?
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Understanding...
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Services, activities and resources

Building

Staff

IT

Phones

Specialist equipment

Suppliers
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Planning lifecycle

1. Understand how you deliver your services
and prioritise by time

2. Risk assess resources that support time
critical services to evaluate risk of disruption

3. Discuss & agree an appropriate business
continuity solution for resources that have an
unacceptable risk

4. Create a document that includes all the
information needed to implement the solution

5. Test or exercise the solution to make sure it
works

6. Make sure people know there is a solution
in place!
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Activity business impact analysis template

=] s 2019 Activity Business Impact Analysis Template - Excel = e

File Home  Inset  Pagelayout  Formulas  Data  Review  View  Developer
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Qutcomes

1. Prioritised list of activities that deliver the service(s)

2. ldentification of internal and external activity
dependencies

3. Understanding of the resources needed to action
the activities (building, ICT, staff, suppliers etc.)

4. The maximum time the activity can be disrupted

Business Continuity

21 October 2019
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PRESIDENT

Chief Financial Officer

Estates Facilities
Estates Projects

Financial Planning &
Treasury

Finance Services,
Procurement & Tax

Financial Strategy

College Secretary

Central Secretariat
Internal Audit
Reactor Centre

Risk Management

Safety Office

Vice President

(Communications and
Public Affairs)

Vice-President
(Advancement)

Alumni Relations
Development
Global Development

Presidential and
Institutional Events

Prospect Development

Operations

PROVOST

Vice-Provost
(Research and
Enterprise)

Enterprise
Research Office

Vice-Provost
(Education)

Assistant Provost
(Learning and Teaching)

Careers
Education Office

Engineering

Aeronautics

Bioengineering

Civil and Env.
Engineering

Computing

Chemical
Engineering

Natural Sciences

Life Sciences

Centre for
Environmental
Policy

Chemistry

Physics

Mathematics

Al

Department of
Infections

Department of
Surgery and Cancer

Institute of Clinical
Sciences

National Heart and

IcT Graduate School Lung Institute
Vice President Library Services
White City Campus llcte rets.| enl ) ry
Development (In UL ) Professional Development Design School of Public
Assoc!ate Provost‘ Registry Engineering Health
White City Enterprise (Academic Partnerships)
Student Welfare
Earth Science and ) Department of
International Affairs Associate Provost Engineering | Ecenamicsd Immunology and
Student Recruitment (Academic Planning) Rublic AL
and Outreach i
Assistant Provost Eletl:trlcal gnd | Finance Department of Brain
(Academic Promotions) EE gctrorTlc Sciences
ngineering
Assistant Provost — Management
(Equality, Diversity and Materials Department of
i i i - Metabolism
Music & Visual Arts Inclusion) Marketing &
i ; Assistant Provost Mechanical — Operations
Strategic Planning (space) Engineering Management
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Business Continuity Plan

Confidential

[NAME OF DEPARTMENT]
Business Continuity Plan

This plan is reviewed

+  Once annually;
+  immediately after any major changas to the departmant or services provided;
«  after all tests and exercises;

+  after all major incidents, once resolved.

Date last =i

Pega1af 9

Confidential

Contents
1. Key Contacts

Busi

1.1 [Department] Management Team.
1.2 Useful Internal Cantacts

1.3 Useful External Contacts.
5 .

21Plan scope.

2.2 Services & Activities: priorities for

3. Incident

3.1 How 1o report an incident

3.2 When and how to implement the business continuity plan._.....

3.3 Liaising the team

4. Roles & ing a disruptive incid

5. Business Continuity Solutions

5.1 [resource unavailable: workarour
5.2 [resource unavailable: workarour
5.3 [resource unavailable: workarour

6. Procedur

6.1 How to [insert]

6.2 How to [insert]

7. After a disruptive incident

A) [insert any useful additional i

B) [insert any useful additional information]

C) [insert any useful additional information]

D) Standard ntagenda

L R s T T I TN T . R S S P P P

Page 2 of 9

ness Continuity

21 October 2019
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Resources availlable to
help you
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Travel

Country Travel Advice Report

STAFF TRAVEL AND EXPENSES

INFORMATION FOR

® PLANNING YOUR TRIP

B WHILST YOU ARE AWAY

B CLAIMS AND POST-TRIP ACTIVITIES

whl 02-UK 4G 142 v o -

TRAVEL ASSISTANCE b RSAC &} s(!aff e

®» TRAVEL INSURERS
QUOTE POLICY RTT 306 251
+44 (0) 208 608 4100

® COLLEGE SECURITY
+44 (0) 207 589 1000

Pre
Complete trayeller's too kit

safety info and advice

EMERGENCY
CONTACTS

Q
Wil 02-UK = 18:54

< Back Emergency Contacts

10
10

ngme

Drum Cussac Global Operations Centre

Australian High Commission
Austrian Embassy

British High Commission

Canadian High Commission
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ACT Awareness

Organisational and Staff Development

About us All Our Courses Development options Learning and Development Centre EEEVRICININEAPE Postdoc and Fellows Development Centre Equality Training

A Home | Administration and support services [ Organisational and Staff Development |/ Safety training / Safety Courses /
Safety tralnlng Action Counters Terrorism (ACT) Awareness e-learning course
Safety Courses r
. . .
Testimonials Action Counters Terrorism (ACT) Awareness e-learning course

Action Counters Terrorism (ACT)

Awareness e-learning course

Asbestos e-Learning course overview Information and

Asbestos Awareness This e-Learning module is a 45-minute course offered by the National Counter Terrorism Security Office BOOklng
Asbestos for Maintenance and (NaCTs0) to provide UK organisations with nationally recognised counter terrorism guidance. Action No enrolment necessary, just start
Contractors Counters Terrorism (ACT) Awareness. the e-Learning course by clicking on
. " The module is interactive, includes videos (so please wear headphones) and has personal stories from the button below.
Biosafety Practitioner (Level 1) . . .
people who have applied government guidance such as run, hide, tell. Once you have completed the

Carriage of Infectious Substances by Air At the end of the course you will also be able to print a certificate of completion. course, please fill in the form below,
Centrifugation for Lab Managers in order to record this course in
Supervisors and Users your training history.

Who should attend

This course is available to all staff and students and is particularly useful for those who wish to

Occupational Health and Safety
. ) : understand more about how to identify suspicious behaviour and how to stay safe in the event of an S s G
CIEH Intermediate Certificate in attack.

Occupational Health and Safety

CIEH Foundation Certificate in

Register completion

Computer Health Assessor Training (Qualtrics form)
ualtrics form

- .
(formerly known as Computer Health and Objectlves

Safety - DSE Assessors’ Training) « Better understand current terrorist methods.

Fire Safety and Awareness Training = Learn how to identify suspicious behaviour and suspicious items. Browser issues?
e-Learning course » Gain a deeper understanding of how to apply the run, hide, tell police advice.

This course was tested on all 3 main
Fire Prevention and Fire Safety at Work internet browsers (Chrome, FireFox. |

https://www.imperial.ac.uk/staff-development/safety-training/safety-courses-/act/
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Business Continuity

Imperial College .
- 7
London SharePoint £ Search this site B

BC Business Continuity Training % Notfollowing £ Share site

Home Documents Pages Site contents Edit

+ New v £ Page details Published 7/22/2019

e 1 1 g .

Operational Risk

BUSINESS

What is Business Continuity?

Business Continuity Plan Tests & Exercisés

LEARN MORE -

Welcome to the College Business Continuity Planning eLearning website!
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Templates

[NAME OF DEPARTMENT]
* Business Impact Analysis Business Continuity Plan

« Empirical — risk assessment

* Business Continuity Plan

Thiz plan is reviewed:

»  Once annuslly;

+# Immediately after any major changes to the department or services provided;
»  after all tests and exercises;

+  After all major incidents, once resolved.

Fagelof 9
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Exercises

1. Team away days

2. To validate an
existing plan

3. To build a new plan
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SafeZone B vy

Torch Check In Timer Check In

+

First Aid

VAN

Emergency

S




Imperial College
London

Any guestions?




