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Abstract

A distributed binary hypothesis testing problem involving two parties, a remote observer and a detector, is studied. The
remote observer has access to a discrete memoryless source, and communicates its observations to the detector via a rate-limited
noiseless channel. The detector observes another discrete memoryless source, and performs a binary hypothesis test on the joint
distribution of its own observations with those of the observer. While the goal of the observer is to maximize the type 2 error
exponent of the test for a given type 1 error probability constraint, it also wants to keep a private part of its observations as
oblivious to the detector as possible. Considering both equivocation and average distortion as possible measures of privacy, the
trade-off between the communication rate from the observer to the detector, the type 2 error exponent and privacy is studied. For
the general hypothesis testing problem, we establish single-letter inner bounds on both the rate-error exponent-equivocation and
rate-error exponent-distortion trade-offs. Subsequently, single-letter characterizations for both trade-offs are obtained (i) for testing
against conditional independence of the observer’s observations from those of the detector, given some additional side-information
at the detector; and (ii) when the communication rate constraint over the channel is zero. Finally, we show by providing a
counterexample that, the strong converse which holds for distributed hypothesis testing without a privacy constraint, does not
hold when a privacy constraint is imposed. This implies that, in general, the rate-error exponent-equivocation and rate-error

exponent-distortion trade-offs are not independent of the type 1 error probability constraint.

I. INTRODUCTION

Data inference and privacy are often contradicting objectives. In many multi-agent system, each agent/user reveals information
about its data to a remote service, application or authority, which in turn, provides certain utility to the users based on their data.
Many emerging networked systems can be thought of in this context, from social networks to smart grids and communication
networks. While obtaining the promised utility is the main goal of the users, privacy of data that is shared is becoming
increasingly important. Thus, it is critical that users reveal only the information relevant for obtaining the desired utility, while
maximum possible privacy is retained for their sensitive information.

This work has been supported in part by the European Research Council Starting Grant project BEACON (grant agreement number 677854), and by the
H2020 MSCA-RISE program under project TactileNet (project ID: 690893).



In distributed learning applications, typically the goal is to learn the joint probability distribution of data available at different
locations. In some cases, there may be prior knowledge about the joint distribution, for example, that it belongs to a certain set
of known probability distributions. In such a scenario, the nodes communicate their observations to the detector, which then
applies hypothesis testing (HT) on the underlying joint distribution of the data based on its own observations and those received
from other nodes. However, with the efficient data mining and machine learning algorithms available today, the detector can
illegitimately infer some unintended private information from the data provided to it exclusively for HT purposes. Such threats
are becoming increasingly imminent as large amounts of seemingly irrelevant yet sensitive data are collected from users, such
as in medical research [1], social networks [2], online shopping [3] and smart grids [4]. Therefore, there is an inherent trade-off
between the utility acquired by sharing data and the associated privacy leakage.

In this paper, we study distributed HT with a privacy constraint, in which, an observer communicates its observations to a
detector over a noiseless rate-limited channel of rate R nats per observed sample. Using the data received from the observer,
the detector performs binary HT on the joint distribution of its own observations and those of the observer. The performance
of the HT is measured by the asymptotic exponential rate of decay of the type 2 error probability, known as the type 2 error
exponent (T2EE), for a given constraint on the type 1 error probability (definitions will be given below). While the goal is
to maximize the performance of the HT, the observer also wants to maintain a certain level of privacy against the detector
for some latent private data that is correlated with its observations. We are interested in characterizing the trade-off between
the communication rate from the observer to the detector over the channel, T2EE achieved by the HT and the amount of
information leakage of private data. A special case of HT known as testing against conditional independence (TACI) will
be of particular interest. In TACI, the detector tests whether its own observations are independent of those at the observer,
conditioned on additional side information available at the detector.

Distributed HT without any privacy constraint has been studied extensively from an information theoretic perspective in
the past, although many open problems remain. The fundamental results for this problem are first established in [5], which
includes a single-letter lower bound on the optimal T2EE and a strong converse result which states that the optimal T2EE
is independent of the constraint on the type 1 error probability. Exact single-letter characterization of the optimal T2EE for
the testing against independence (TAI) problem, i.e., TACI with no side information at the detector, is also obtained. The
lower bound established in [5] is further improved in [6] and [7]. Strong converse is studied in the context of complete data
compression and zero-rate compression in [6] and [8], respectively, where in the former, the observer communicates to the
detector using a message set of size two, while in the latter using a message set whose size grows sub-exponentially with
the number of observed samples. The TAI problem with multiple observers remains open (similar to several other distributed
compression problems when a non-trivial fidelity criterion is involved); however, the optimal T2EE is obtained in [9] when
the sources observed at different observers follow a certain Markov relation. The scenario in which, in addition to HT, the
detector is also interested in obtaining a reconstruction of the observer’s source, is studied in [10]. The authors characterize
the trade-off between the achievable T2EE and the average distortion between the observer’s observations and the detector’s
reconstruction. The TACT is first studied in [11], where the optimality of a random binning based encoding scheme is shown.

The optimal T2EE for TACI over a noisy communication channel is established in [12]. Extension of this work to general



HT over a noisy channel is considered in [13], where lower bounds on the optimal T2EE are obtained by using a separation
based scheme and also using hybrid coding for the communication between the observer and the detector. The TACI with a
single observer and multiple detectors is studied in [14], where each detector tests for the conditional independence of its own
observations from those of the observer. Recently, the general HT version of this problem over a noisy broadcast channel is
explored in [15], where the authors employ a combination of hybrid coding and unequal error protection scheme [16]. While all
the above works consider the asymmetric objective of maximizing the T2EE under a constraint on the type 1 error probability,
the trade-off between the exponential rate of decay of both the type 1 and type 2 error probabilities are also considered in [17]
[18] [19].

Data privacy has been a hot topic of research in the past decade, spanning across multiple disciplines in computer and
computational sciences. Several practical schemes have been proposed that deals with the protection or violation of data
privacy in different contexts, e.g., see [20]-[25]. More relevant for our work, HT under mutual information and maximal
leakage privacy constraints have been studied in [26] and [27], respectively, where the encoder uses a memoryless privacy
mechanism to convey a noisy version of its observed data to the detector. The detector performs HT on the probability
distribution of the observer’s data, and the optimal privacy mechanism that maximizes the T2EE while satisfying the privacy
constraint is analyzed. Recently, a distributed version of this problem has been studied in [28], where the goal at the detector
is to perform a HT on the joint distribution of its own observations with those of the observer. In contrast with [26], [27] and
[28], we study distributed HT with a privacy constraint, but without the restriction of memoryless coding mechanisms at the
encoder. More specifically, the output of the encoder is allowed to depend on the entire sequence of observed samples, rather
than a single sample. Also, while [26] and [27] are concerned with HT in a point to point setting, i.e., the detector does not
have its own observations, here the focus is on distributed HT problem. In Section II, we will further discuss the differences
between the system model considered here with that of [28].

Many different privacy measures have been considered in the literature to quantify the amount of private information leakage,
such as k-anonymity [29], differential privacy [30], total variation distance [31] etc.; see [32] for a detailed survey. Among
these, mutual information between the private and revealed information (or, equivalently, the equivocation of private information
given the revealed information) is perhaps the most commonly used measure. It is well known that a necessary and sufficient
condition to guarantee statistical independence between two random variables is to have zero mutual information between them.
Furthermore, the average information leakage measured using an arbitrary privacy measure is upper bounded by a constant
multiplicative factor of that measured by mutual information [33]. A rate-distortion approach to privacy is first explored by
Yamamoto in [34] for a rate-constrained noiseless channel where, in addition to a distortion constraint for legitimate data,
a minimum distortion requirement is enforced for the private part. Other measures of information leakage that are stronger
than mutual information has been recently considered in [35]. In this paper, we will consider both equivocation and average
distortion as the measures of privacy. In [36], the T2EE of a HT adversary is considered as a privacy measure. This can be
considered as the opposite setting to ours, in the sense that, while the goal here is to increase the T2EE under a privacy leakage
constraint, the goal in [36] is to reduce the T2EE under a constraint on possible transformations that can be applied on the

data.



The amount of private information leakage that can be tolerated depends on the specific application at hand. While it may be
possible to tolerate a moderate amount of private information leakage in applications like online shopping or social networks,
it may no longer be the case in matters related to information sharing among government agencies or corporates. While it is
obvious that maximum privacy can be attained by revealing no information, this typically comes at the cost of zero utility.
On the other hand, maximum utility can be achieved by revealing all the information, but at the cost of minimum privacy.
Characterizing the optimal trade-off between the utility and the minimum privacy leakage between these two extremes is a
challenging research problem.

It is important to note here that the data privacy problem is fundamentally different from that of data security against an
eavesdropper or an adversary. In data security, sensitive data is to be protected against an external malicious agent distinct
from the legitimate parties in the system. The techniques for guaranteeing data security usually involve either cryptographic
methods in which the legitimate parties are assumed to have additional resources unavailable to the adversary (e.g., a shared
private key) or the availability of better communication channel conditions. However, in data privacy problems, the sensitive
data is to be protected from the same legitimate party that provides the utility; and hence, the above mentioned techniques for

guaranteeing data security are not applicable.

Main Contributions
The main contributions of this work are as follows.

(1) In Section III, Theorem 8 (resp. Theorem 9), we establish a single-letter inner bound on the rate-T2EE-equivocation
(resp. rate-T2EE-distortion) trade-off for distributed HT with a privacy constraint.
(i) Exact characterizations are obtained for some important special cases in Section IV. More specifically, a single-letter
characterization of the optimal rate-T2EE-equivocation (resp. rate-T2EE-distortion) trade-off is established for:
a) TACI with a privacy constraint (for vanishing type 1 error probability constraint) in Section IV-A, Theorem 10 (resp.
Theorem 11).
b) distributed HT with a privacy constraint for zero-rate compression (R = 0) in Section IV-B, Theorem 15 (resp. Theorem
14).
Since the optimal trade-offs in Theorem 14 and Theorem 15 are independent of the constraint on the type 1 error
probability, they are strong converse results in the context of HT.
(iii) Finally, in Section V, we provide a counterexample showing that for positive rate R > 0, the strong converse result does

not hold in general for TAI with a privacy constraint.

The organization of the paper is as follows. The basic notations are introduced in Section II-A. The problem formulation
and associated definitions are given in Section II-B. The results are presented in Sections III to V. The proofs of the results
are presented either in the Appendix or immediately after the statement of the result. Finally, Section VI concludes the paper

with some open problems for future research.
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Fig. 1: HT with a privacy constraint.

II. PRELIMINARIES
A. Notations

All the random variables (r.v.’s) considered in this paper are discrete with finite support unless specified otherwise. We
denote r.v.’s and their realizations by upper and lower case letters (e.g., X and x), respectively. Sets are denoted by calligraphic
letters, e.g., the alphabet of a r.v. X is denoted by X. Sequence of r.v.’s (X1,..., X,,) will be denoted by X". The group of m
V'S X(j_1)ym+1s- - > Xjm is denoted by X™ (), and the infinite sequence X™ (1), X" (2),... is denoted by {X™ (j)},cz+.
D(Px||Qx), Hpy (X), Hpy, (X|Y) and Ip,, (X;Y) represent the standard quantities of Kullback-Leibler (KL) divergence
between distributions Px and @) x, the entropy of X with distribution Py, the conditional entropy of X given Y and the
mutual information between X and Y with joint distribution Pxy-, respectively. When the distribution of the r.v.’s involved are
clear from the context, the entropic and mutual information quantities are denoted simply by I(X;Y"), H(X) and H(X|Y),
respectively. Following the notation in [37], Tp and T@X]& (or T[’)”(]S or T3 when there is no ambiguity) denote the set of
sequences of type P and the set of Px-typical sequences of length m, respectively. The set of all types of k-length sequences
of r.v’s X* and Y* is denoted by T*(X x V) and Uyecz+ T*(X x V) is denoted by T (X x )). Given realizations X" = z"

and Y™ = y", H.(2"|y") denotes the conditional empirical entropy defined as
He(xn‘yn) = HP;({/ (X|Y)

where Py denotes the joint type of (z™,3™). 1 denotes the indicator function. X —Y — Z denotes a Markov chain between
the r.v’s X, Y and Z, while X L Y denotes statistical independence between X and Y. ﬂ> denotes asymptotic limit with
respect to n, e.g., a, ﬂ 0 means the sequence a,, tends to zero asymptotically with n. P(€) denotes the probability of event
E. For positive real m, we define [m] := {1,...,[m]}. For an arbitrary set .4, we denote its complement by .4°, and for
A C R™, we denote its interior and closure by int(.A) and cl(A) (with respect to the Euclidean metric), respectively. Whenever

the range of the summation is not specified, this will mean summation over the entire support, e.g., >, denotes > unless

ucl’
specified otherwise. Throughout this paper, the base of the logarithms is taken to be e. For a € R, a™ denotes max{0, a}. For
two probability distributions P and @) defined on a common support X, P << () will mean that P is absolutely continuous

with respect to Q.



B. Problem formulation

Consider the HT setup illustrated in Fig. 1. The encoder (observer) observes a discrete memoryless source U™ and sends the
message index M := f(")(U™) to the detector over an error-free channel using some encoding function (possibly stochastic)
oy — {Prmjon}, M = [e"%]. Given its own independent and identically distributed (i.i.d.) observation V™", the detector

performs a HT on the joint distribution! of U™ and V"™ with null hypothesis
Hy: (U™, V™) H Pyv,
and alternate hypothesis
ove) H Quv.

Let H, He {0, 1} denote the r.v.’s corresponding to the true hypothesis and the output of the HT, respectively, where 0 denotes
the null hypothesis and 1 the alternate hypothesis. Let (™) : M x V" — {PH\ v ) denote the decision rule at the detector.

The type 1 and type 2 error probability for an (f (n), g™) pair are defined as

6 (£, == P(H = 1|H = 0) = P4 (1),

and

B (.9 i=P(H = 0[H = 1) = Q4 0),

respectively, where

HPUV(Ui,Uz')

=1

and Q4(0) = Z [HQUV(W,%)

u™,m,™ [i=1

Py()= >

u",m,v"™

PM|U"(m‘un) PmMVn(Hm,v"),

Pagjgn (mlu”) Pyppya (0m, v™).

For a given type 1 error probability constraint €, define the minimum type 2 error probability over all possible detectors as

5 (4.€) =t 5 (1, o). ()

such that & (f(”), g(”)> <e.

The performance of HT is measured by the T2EE achieved by the test for a given constraint € on the type 1 error probability,
i.e., liminf,,_ f% log (B( f ("), e)) Although the goal of the detector is to maximize the T2EE achieved for the HT, it is
also curious about a latent r.v. S™ that is correlated with the source U™. S™ is referred to as the private part of U™, which is
distributed i.i.d. according to the joint distribution Psyy and Qgyy under the null and alternate hypothesis, respectively. It is
desired to keep the private part as concealed as possible from the detector. We consider two measures of privacy for S™ at the

! Although a r.v. is specified together with its probability distribution, here, we abuse the notation for ease of exposition, and denote the observations at
the observer and detector under both the null and alternate hypothesis by (U™, V™), with probability distribution []7_; Pyv and []}—; Quv, respectively.
This terminology is used throughout the paper.



detector. The first is the equivocation defined as L H(S™|M, V™). The second one is the average distortion between S™ and its
reconstruction S at the detector, measured according to an arbitrary bounded additive distortion metric d: S x & — [0, D)
with multi-letter distortion defined as
d(s",s" Ly d(s;, 8
(s",8") = n; (84, 81)-
The goal is to ensure that the T2EE for HT is maximized, while satisfying the constraints on the type 1 error probability e

and the privacy of S™. In the sequel, we study the trade-off between the rate, T2EE (henceforth also referred to simply as the

error exponent) and privacy achieved in the above setting. Before delving into that, a few definitions are in order.

Definition 1. For a given type 1 error probability constraint €, a rate-error exponent-distortion tuple (R,k,Ag, A1) is
achievable, if there exists a sequence of encoding and decoding functions f(™) : U™ — {Prjon}, M = [e"f] and g™

[enF] x Y — {Pg sy} such that

log (B(f("), 6))

lim sup < —k, and 2)
n—o00 n
liminf inf E [d (s", S") \H = z] > A, i=0,1, 3)
n—o00 g
where g™ [e"B] x Y — {Pgnar,vnt and P,y . denotes an arbitrary conditional probability distribution. The rate-error

exponent-distortion region R4(€) is the closure of the set of all such achievable (R, k, Ao, A1) tuples for a given e.

Definition 2. For a given type 1 error probability constraint €, a rate-error exponent-equivocation (R, ko, ) tuple is
achievable, if there exists a sequence of encoding and decoding functions f) : U™ — {Prjon}, M = [e"f] and g™ -

[enf] x V1 — {Pg syt such that (2) is satisfied and

1
liminf —H(S™|M, V", H =) >, i=0,]1. @)
n

n—oo

The rate-error exponent-equivocation region R.(€) is the closure of the set of all achievable (R, k, €, 1) tuples for a given

€.

Before stating our results, we briefly highlight the differences between our system model and the one studied in [28]. In
[28], the observer applies a memoryless privacy mechanism to the data before releasing it to the transmitter, which performs
further encoding prior to transmission to the detector, while in our model, there is no such restriction, as is obvious from the
definitions above. Also, while we consider the equivocation (or average distortion) between the revealed information and the
private part as the privacy measure, in [28], the mutual information between the observer’s observations and the output of the
memoryless mechanism is the privacy measure. Thus, perfect privacy in their model would imply that the T2EE is also zero,
since the output of the memoryless mechanism has to be independent of the observer’s observations (under both hypothesis).
However, as we show in Example 1 later, a positive T2EE is achievable while guaranteeing perfect privacy in our model.

Next, we state some supporting results that will be useful later for proving the main results.



C. Supporting Results

First, we show that restricting our attention to a deterministic detector g(™) : [¢"f] x V™ — {0,1} in Definitions 1 and 2 is

without loss of optimality. Accordingly, let
g™ (m,v") =1 ((m,v") € Afn)) 5)

denote the deterministic detector with acceptance region A, C [e"F] x V™ for Hy and A?n) for H;. Then, the type 1 and

type 2 error probabilities are given by

a (f<”>, g<">) = Paryn (Af,) = E(L(M, V™) € A, | H = 0), ©6)

B (0,9 i= Qurvn () = B (LM, V") € Ag [H = 1). )

Proposition 3. It is sufficient to consider a deterministic detector of the form given in (5) for some A,y C [e"F] x V™, where

Ay and .A?n) denote the acceptance regions for Hy and H., respectively.

Proof: Note that for a stochastic detector, the type 1 and type 2 error probabilities are linear functions of P As a

H|MV™:
result, for each fixed n and ™), & (™, g(™) and B (£, g(™) for a stochastic detector g™ can be thought of as the type
1 and type 2 errors achieved by “time sharing” among a finite number of deterministic detectors. Now, suppose (o?ﬁ”), Bin))

and (o?é"), B§”>) denote the pair of type 1 and type 2 error probabilities achieved by deterministic detectors g§"> and g2n),

respectively. Let A; () and Aj (,,) denote their corresponding acceptance regions for Hy. Let gén) denote the stochastic

detector formed by using g§”) and gén) with probabilities 6§ and 1 — 6, respectively. From the above mentioned linearity

(n)

property, it follows that g,"’ achieves type 1 and type 2 error probabilities of & ( f g((,n)) = 0™ + (1 - 0)a” and

B ( o, g(n)) 05\ + (1 — 0)B{"™, respectively. Note that for 6 € (0,1), the exponent of the type 2 error probability for
air is given
£, gy"") pair is given by

Lo (5(r.)) =min (L (5 (717)) L (8 (7.7)) )
Hence, either
ol <a (™, g5") and ~ log(ﬁ(") (£, "))27%1@%(5(]"("),9?))),
or

&l <a (£ g™ and — 10 B (1, gV > —Liog (3 (™ g .
S (sa”) (A7 (1087)) = 50w (3 (1747

Thus, a stochastic detector does not offer any advantage over deterministic detectors in the trade-off between the T2EE and
the type 1 error probability. [ |

Due to Proposition 3, henceforth we restrict our attention to deterministic g("). The next result shows that without loss of



generality (w.l.0.g), it is also sufficient to consider g,n (m Definition 1) to be a deterministic function of the form

g(n) = {(bi(mavn)}zn:h (8)

for the minimization in (3), where ¢; : M x V" — S , @ € [1: n], denotes an arbitrary deterministic function.

Proposition 4. For the minimization in (3), it is sufficient to restrict our attention to a deterministic function gﬁn) as given in

(8).

Proof: Let péj;,)Unvn s denote the joint distribution of the r.v.’s (S™, U™, V™, M) under hypothesis H;, j = 0,1, and

PS"I M.yn denote an arbitrary stochastic function for gﬁ"). Then, we have

minE [d (Ss) |H=j} = min Epy [d (SS)}

gt P

gn‘M vn
Epo [d(5:.51)]
{ SiIM, v”}z 1 Zz;
_ 2 PO (o : J »
OO D HURU TR D oF S [
i=1 M=m,V"r=yn Si|M=m,VT=o" 3,
1 - p(7) n n
- EZ Z PMVn(m?’U ) Epéj)\lvf m,Vn=yn [ (SZ7¢Z‘7(m7’U ))]’
=1 M=m,V"r=yn
where,

¢ij(m,v") = argmin E 5;) [d(S;,3)].

& S;|M=m,Vvn=yn
H il M=m, v

Continuing, we have

. n an _ _l - p() n : A n
rgr;}tr)lIE [d (S , S ) |H —]} = ;M m};ﬂ_vn Py (m,v™) ¢i{$2n)EPéJ>‘M - [d (S;, di(m,v™))]
T (G, *Z o0 [d (i, s (M, V)] ©)

Next, we state some lemmas that will be handy for upper bounding the amount of privacy leakage in the proofs of the main
results stated below. The following one is a well known result proved in [37] that upper bounds the difference in entropy of

two r.v.’s (with a common support) in terms of the total variation distance between their probability distributions.

Definition 5. The total variation between probability distributions Px and Q) x defined on the same support X is defined as

1Py~ Qxll = 5 3 IPx(@) — Qx ()]

zeX
Lemma 6. [37, Lemma 2.7] Let Px and Qx be distributions defined on a common support X and let p := ||Px — Qx||-
Then,

2p
|Hpy — Hoy| < —2plog (|X|) :



The next lemma will be used later in the proofs of Theorem 8, Theorem 9, Theorem 14 and counter-example for strong

converse in Section V.

Lemma 7. Let Pxy and Qxy denote two arbitrary joint probability distributions of the rv’s X and Y. Let Pxnyn =

[T-, Pxy and Qxny~ =[], Qxy denote probability distributions of the rv’s X" and Y™. For § > 0, define
Ix(a",6) =1 (2" ¢ Tipy, ). (10)
If Px # Qx, then for § > 0 sufficiently small,
(n)
[Qyn — Qyn|1x(xn.5)=1] — 0. (11

If Px = Qx, then the following holds for any § > 0,

(n)
Qv+ — Qyniry(xn.5)=0ll — 0, (12)
1Py — Pyojry xnsy—oll 5 0. (13)
Proof: The proof is presented in Appendix A. [ ]

To provide further intuition into the claims given in (11)-(13) of Lemma 7, we briefly explain each of them. Eqn. (11) states
that if the marginals Px and Q) x are different, then the conditional distribution Qy~ of Y™ given that X™ ¢ Tipy)s- 1s close (in
terms of total variation distance) to the unconditional distribution Qy~, provided that ¢ is small enough. This essentially means
that the conditional distribution Qy~, conditioned on the knowledge that X™ is not Px-typical, does not differ much from
the unconditional distribution asymptotically. Similarly, (12) and (13), respectively, state that given Px = @) x, the conditional
distribution Qyn (resp. Pyn) of Y™ given that X" € Tjp,;, is close to the unconditional distribution Qy~ (resp. Py«) for
any value of § > 0. This implies that the knowledge of X" being Px-typical does not change the marginal distribution of Y
by much asymptotically.

In the next section, we establish an inner bound on R.(€) and Rg4(e).

III. MAIN RESULTS

The following two theorems are the main results of this paper providing inner bounds for R.(¢) and R4(¢), respectively.

Theorem 8. For e € (0,1), (R, k,80,1) € Re(€) if there exists an auxiliary rv. W, such that (V,S) —U — W, and

R>Ip(W;U|V), (14)
HSK*(PW|UaR)7 (15)
Qo < Hp(SIW, V), (16)

M <1(Py =Qu) Ho(SIW,V) +1(Py # Qu) Hq(S|V), (17



where

H*(PwlU, R) := min (El(PwlU), EQ(R, PW\U)) 5

Ei(Py ) = min D(Pg ol Quv Pwv), 18

1( | ) P[j“/ﬁreﬂ(Pva,PVM/) ( || v | ) ( )
o [in D(P"””HQU‘/P )—f—(R—Ip(ULHL)) if ]p(lJW)>R
P €T2 (P , P VW W\U ) ) ) )

EQ(R7 PM/‘( ) = uv 2( o V) v ‘ (19)
o0, OZ‘/’lerWise,

ﬂ(PUw,va) = {Pf]VW S T(U R Z W) : PUW = Pyw, PVW = va},
E(PUW,PV) = {PUVW S T(Z/[ XV X W) : PUW = Pyw, Pf/ = Py, HP(W|V) < H(W|V)},

Psuvw = Psuv Pwu, Qsuvw = Qsvuv Pwu-

Theorem 8 is the direct part or the achievability result in the parlance of information theory, and utilizes the well-known
coding techniques of quantization and binning, along with minimum empirical entropy decoding using the available side-
information at the detector. While the analysis of the T2EE is similar to that of the Shimokawa-Han-Amari scheme [7], the
analysis of the privacy part is new. Indeed, we recover the rate-T2EE trade-off derived in [7] when the privacy constraint in

Theorem 8 is relaxed. The detailed proof of Theorem 8 is presented in Appendix B. We next state an inner bound for R (e).

Theorem 9. For a given bounded additive distortion measure d(-,-) and € € (0,1), (R, k, Ao, A1) € Ryl(€) if there exist an

auxiliary rv. W and deterministic functions ¢ - W xV — S and ¢' :V — S, such that (V,S)—U — W and (14), (15),

Ao < minEp [d(S, (W, V)], (20)
and Ay < 1(Py = Qu) minEq [d(S,¢(W, V)] +1 (Py # Qu) minEq [d(S,¢'(V))], @n

are satisfied, where Psyyvw and Qgsyvw are as defined in Theorem 8.

The proof of Theorem 9 is presented in Appendix C. We mention an important point regarding average distortion as a
privacy measure. In order to obtain a single-letter lower bound for the achievable distortion of the private part at the detector,
it is required that the aposteriori probability distribution of S™ given the observations (M, V™) at the detector is close in
some sense to a desired “target” memoryless distribution (as will become apparent from the proof). For this purpose, we use
stochastic encoding to induce the necessary randomness for S™ at the detector. The analysis of the joint distribution of the
r.v.’s in the system (both the given r.v.’s and those generated as part of the coding scheme) is done using the so-called channel
resolvability or soft-covering lemma [38]-[40]. Properties of the total variation distance between probability distributions play
a key role in this analysis.

Theorems 8 and 9 provide single-letter inner bounds on R4(e) and R.(e€), respectively. A complete computable charac-
terization of these regions would require a matching converse. This is a hard problem, since such a characterization is not

available even for the distributed HT problem in general, without a privacy constraint (see [5]). However, it is known that a



single-letter characterization of the rate-error exponent region exists for the special case of TACI [11]. In the next section, we

show that TACI with a privacy constraint also admits a single-letter characterization, in addition to other optimality results.

IV. OPTIMALITY RESULTS FOR SPECIAL CASES
A. TACI with a Privacy Constraint

Assume that the detector observes two discrete memoryless sources Y™ and Z", i.e., V" = (Y™, Z"). In TACI, the detector
tests for the conditional independence of U and Y, given Z. Thus, the joint distribution of the r.v.’s under the null and alternate

hypothesis are given by

Ho: Psuvyz:= PswyzPuizPyivzPz, (22)
and

Hi: Qsvyz = QsuyzPuzPy|zPz, (23)

respectively.
Let R. and R4 denote the rate-error exponent-equivocation and rate-error exponent-distortion regions, respectively, for the

case of vanishing type 1 error probability constraint, i.e.,
Re = 251(1)726(6) and Ry := ll_r}réRd(e).

Assume that the privacy constraint under the alternate hypothesis is inactive. Thus, we are interested in characterizing the set

of all tuples (R, k,0,1) € R and (R, k, Ag, A1) € Ry, wWhere

Q) < Qin = HQ(S|U7 Y, Z)a

and Ay < Apyn = min Eg [d(S,¢(U,Y, Z))]. (24)

d(u,y,2)

Note that §2,,;,, and A,,,;,, correspond to the equivocation and average distortion of S™ at the detector, respectively, when U™ is
available directly at the detector under the alternate hypothesis. The above assumption is motivated by scenarios, in which, the
encoder is more eager to protect S when there is a correlation between its own observation and that of the decoder. Consider
the following example of user privacy in the context of online shopping, in which the encoder and detector correspond to a
consumer and an online shopping portal, respectively. A consumer would like to share some information about his/her shopping
behaviour, e.g., shopping history and preferences, with the shopping portal in order to get better deals and recommendations
on relevant products. The shopping portal would like to determine whether the consumer belongs to its target age group (e.g.,
below 30 years old) before sending special offers to this customer. Assuming that the shopping patterns of the users within and
outside the target age groups are independent, the shopping portal performs an independence test to check if the consumer’s
shared data is correlated with the data of its own customers. If the consumer is indeed within the target age group, the shopping

portal would like to gather more information about this potential customer, particular interests, more accurate age estimation,



etc.; while the user is reluctant to provide any further information. In this example, U™, S™ and Y™ corresponds to shopping
behaviour, more information about the customer, and customers data available to the shopping portal, respectively.

For the above mentioned case, we have the following results.

Theorem 10. (R, &, Qo, Qmin) € Re if and only if there exists an auxiliary r.v. W, such that (Z,Y,S) — U — W, and

k< Ip(W;Y|2), (25)
R > Ip(W;U|2), (26)

Jfor some joint distribution of the form Psyyzw = PsuyzPw\u-

Proof: For TACI, the inner bound in Theorem 8 yields that for € € (0,1), (R, &,0,81) € Re(e) if there exists an
auxiliary r.v. W, such that (Y, Z,S) — U — W, and

RZ]P(W7U|Ya Z)a (28)
K< K*(PW|Ua R)7 (29)
where
"{*(PW\U, R) := min (El(PW\U), EQ(R, PW|U)) 5
FEi (B = i D(Prrv 2vi P, 2
1(Pw o) PU?ZV_VGT{I%}DI}]W’P”W) (Pgyzwl|Quy zPw\u), (32)
Pos el Pow Py ) D(Poy 2w l|QuyzPwiv) + (R — Ip(U; WY, Z)),  if Ip(U; W) > R,
Ey(R, Pwy) = (33)

0, otherwise,

'Tl(PUw,Pyzw) = {PUY/ZW € T(u X y X Z X W) : PUW = PUW7 PYZW = Pyzw},
7-2(PUW>PYZ) = {Pf]f’ZW € T(U X y X Z X W) : PI}W = PUw, PY/Z = Pyz, HP(W|Y, Z) < H(VNVDN/Z)},

Psyyzw = PsuyzPwu, Qsvuyzw = QsyzPu|zPy|zPzPw|u-
Note that since (Y, Z,S) — U — W, we have

Ip(W;U) > Ip(W;U|Z) > Ip(W;U|Y, Z). (34)



Let B' := { Py y : Ip(U; W|Z) < R}. Then, for Py |y € B', we have,

El(R,PW|U) = min D(P~{/ZW||QUYZPW\U) :IP(Y;W|Z),

Py zw €Th(Puw,Pyzw)

Eqy(R, Pwu) > Ip(U;WIZ) — Ip(U; WY, Z) = Ip(Y; W|Z).
Hence,
& (Pwu,R) > Ip(Y;W|Z). (35)

By noting that ,,,;,, < Hq(S|W,Y, Z) (by the data processing inequality), we have shown that for Q1 < Q,ip, (R, &, Q0,) €

R if (25)-(27) are satisfied. This completes the proof of achievability.
Converse: Let (R, k,80,91) € R.. Let T be a r.v. uniformly distributed over [n] and independent of all the other r.v.’s
(U™, Y™, Z" M). Define an auxiliary r.v. W := (W, T), where W; := (M,Y*"1, Z=* Z" ), i € [n]. Note that (Z,Y) —

U — W. Then, for any 7' > 0 and sufficiently large n, we have

n(R++")> Hp(M) > Hp(M|Z") > Ip(M;U"|Z")
=) QU U 27
=3 (MUY, 2 205Ul 7)) (36)
= Z_ Ip(M, U, 2174 Z0 YL Ui Z:) 37)
>3 Ip(M, 27 2, Y UL )
=" 1p(WisUilZi) = nlp(Wr; Ur| Zr, T)
= nIp(Wp, T; Ur|Zr) (38)

= nIp(W;U|Z). (39)

Here, (36) follows since the sequences (U™, Z™) are memoryless; (37) follows since Y~ ' — (M, U, Z"=1 Z" ) = U; ;
(38) follows from the fact that 7" is independent of all the other r.v.’s.

The equivocation of source S™ under the null hypothesis can be bounded as follows.

H(S"|M, Y™, Z" H =0) = Z: H(S;|M, S, y", Zz" H =0)
<> H(SIMY'"\Y, 27, 2,20 H = 0)
=3 H(Si|Wi,Y;, Zi, H = 0)
= TLH(ST|WT,YT, ZT,T,H = 0)

=nHp(S|WY, Z), (40)

where Psuyyzw = PsuyzPw |y for some conditional distribution Py

Finally, we prove the upper bound on «. For any encoding function f(") and decision region A, C M x Y™ x Z" for H,



such that ¢,, — 0, we have,

Prrynzn(Ap) Parynzn(AS)
D (Pyyngn ngn) > Pyyngn(Ay)l —_— Prryngn(AS) 1 s 41
(Prrynze||Qurynzn) > Pyynzn(Ay)log (QMY”Z”(-An) + Pyrynzn (A7) log Onty o (AS) 41
> —Hen) = (1 - en)log (8 (£, €0 ).
Here, (41) follows from the log-sum inequality [37]. Thus,
-1 n 1
lim sup —log(B(f",0)) < limsup —D (Pyynzn||Qrrynzn)
n—o0 n n—soco N
1
=limsup —Ip(M;Y"|Z"™) (42)
n—oo N
1
= Hp(Y|Z) — liminf —Hp(Y"|M,Z"), (43)
n—soo N
where (42) follows since Qyrynzn = Pyyzn Pyn‘ zn. The last term can be single-letterized as follows.
Hp(Y"|M, Z") = Zf’_l Hp(Y;|Y'™2, M, Z™)
= Z;l Hp(Yi|Zi, W)
=nHp(Yg|Zq,Wq,Q)
=nHp(Y|Z,W). (44)
Substituting (44) in (43), we obtain
k< Ip(Y;W|Z). 45)
This completes the proof of the converse and the theorem. [ ]

Next, we state the result for TACI with a distortion privacy constraint, where the distortion is measured using an arbitrary

distortion measure d(-,-). Let Ay, 1= ming(yy,2) Eq [d (S, ¢(U,Y, Z))].

Theorem 11. (R, k, Ag, Apin) € Rq if and only if there exist an auxiliary r.v. W and a deterministic function ¢ : WXY X Z —

S such that
R>Ip(W;U|Z), (46)
k< Ip(W;Y2), @7)
Ag < min Ep [d(S,0(W.Y. Z)]. (48)

for some Psyyzw as defined in Theorem 10.

Proof: The proof of achievability follows from Theorem 9, similarly to the way Theorem 10 is obtained from Theorem
8. Hence, only differences will be highlighted. Similar to the inequality €2,,,;, < HQ(S |U,Y, Z) in the proof of Theorem

10, we need to prove the inequality A, < Eq [d (S, ¢(W,Y, Z))], where Qsuyzw = Qsvy zPw|u for some conditional



distribution Pyy|7. This can be shown as follows.
min Eq[d(S.0(W.Y. 2))

:ZQUYZ(UJJ’ ZPW|U wlu) mln ZQSlUYZ slu, y, z) d(s, p(w,y, z))

u,Y,z

> Z QUYZ(u7yaZ) ZPW|U(UJ‘U) QS\UYZ(5|u7yaZ) d(57¢*(u7yvz)) (49)
u,y,z w,s

> Quvz(uy,2) ¢(Iiliyn) > Pwu(wlu) Qswyz(slu, y, 2) d(s, ¢(u, y, 2))
u,y,z Yz w,s

= Z QUYZ(uvya ¢I£nyn) ZQS|UYZ ‘U Y,z ) ( a¢(u7yaz))
u,y,z s

e

where, in (49), ¢*(u,y, z) is chosen such that

¢*(u,y,2) := argmin ZQS\UYZ( lu,y,2) d(s, ¢(w,y, 2)).

¢(w,y,z),wWEW

Converse: Let W = (Wr,T) denote the auxiliary r.v. defined in the converse of Theorem 10. Inequalities (46) and (47)

follow similarly as obtained in Theorem 10. We prove (48). Defining ¢(M,Y™, Z" i) := ¢;(M, Y™, Z™), we have that,

minE [d (S",Sm) ‘H = O] = min E
gt {e(m,ym,2m,0)} 0y

iZd(Si,¢(M,Y”,Z",i))‘H:O] (50)
=1

[ Zd Si 9(Wis 26, Vi, Vi 1) )\H=0]
i=1

< min E |- dSZ-, Wi, Z:i, Y, i ’H:O

= min E [d(ST,¢(WT,ZT,YT,T)) ‘H - o}

et

- {¢<r£1zl,lu>} [d(s’ oW, 2.Y)) ‘H N O} '

In (50), we used the fact that (9) holds for any arbitrary joint distribution on the r.v.’s (S™, U™ M,Y™ Z™) in place of
Pég)m Mynzn- Hence, any Ay satisfying (3) satisfies

Ap< min Ep[d(S,¢(W,Z,Y))].
o< min  Epld(S,0(V. Z,Y)

This completes the proof of the converse and the theorem. [ ]

A more general version of Theorem 10 and Theorem 11 is claimed in [41] as Theorem 7 and Theorem 8, respectively,
in which a privacy constraint under the alternate hypothesis is also imposed. However, we have identified a mistake in the
converse proof; and hence, a single-letter characterization for this general problem remains open.

To complete the single-letter characterization in Theorem 10 and Theorem 11, we bound the alphabet size of the auxiliary



rv. W.
Proposition 12. In Theorem 10 and 11, it suffices to consider auxiliary rv's W such that |W| < |U| + 2.

Proof: Consider the |U| + 2 functions of Py,

v(ui) = Y Pw(w) Py (uilw),i =1,2,...,[U| -1, (51)

wew
p(UIW, Z) ZPW w) g1 (Pyjw, w), (52)
p(Y|W, 2) ZPW w)ga2(Pyiw, w), (53)
P(SIW,Y, Z) ZPW w) g3 (Pyjw, w), (54)

where,

Pyw (u|lw) Pz (2|u) )

> Pojw (ulw) Pzju (2|w)

> u Poyw (u|w) Py zu(y, Z|U)>
> Poyw (u|w) Pzjy (2|u)

gl(PU\W7w) = — ZPU‘W(U|U))P2|U(Z‘U) lOg (

u,z

g2(Pyjw,w) = — Z Pyyw (u|w) Py z1u (y, z|u) log (

Y,z,u
> PUW(U|w)PSYZU(SayszU)>
Pyyw,w) = — P, ulw) P, s, Y, zlu)lo &
g3( ulw ) syzz:u U\W( [w) SYZ\U( Y, z|u) g( ZquW(Ulw)PYZ\U(y»ZW)

Thus, by the Fenchel-Eggleston-Carathéodory’s theorem [42], it is sufficient to have at most [I/| — 1 points in the support of
W to preserve Py and three more to preserve Hp(U|W, Z), Hp(Y|W, Z) and Hp(S|W, Z,Y"). Noting that Hp(Y'|Z) and
Hp(U|Z) are automatically preserved since Py is preserved (and (Y, Z,S)—U —W holds), |W| = |U|+2 points are sufficient
to preserve the R.H.S. of equations (25)-(27). This completes the proof for the case of R.. Similarly, considering the [I/] + 1

functions of Py |y given in (51)-(53) and

Ep[d(S,¢(W,Y,2)) ZPW w)ga(w, Pwu), (55)
where, g4(w, Py () = Z Pyyw (u|lw) Py zs10(y, 2, s|u) d(s, d(w,y, 2)), (56)
s,u,Y,2
similar result holds also for the case of R,. |

Remark 13. When Qs vy z = Qs)yz, a tight single-letter characterization of R. and Ry exists even if the privacy constraint
is active under the alternate hypothesis. This is due to the fact that given Y™ and Z", M is independent of S™ under the

alternate hypothesis. In this case, (R, k,Q0, 1) € R, if and only if there exists an auxiliary rv. W, such that (Z,Y,S)-U—-W,
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Fig. 2: Source-coding problem in the presence of a helper with a privacy constraint.

and

K < Ip(W3Y|2), (57)
R > Ip(W;U|Z), (58)
Qo < Hp(S|W, Z,Y), (59)
QO < Ho(S|Z,Y), (60)

for some Psyy zw as in Theorem 10. Similarly, we have that (R, k, Ao, A1) € Rq if and only if there exist an auxiliary r.v.

W and a deterministic function ¢ : W x Y X Z — S such that (57), (58),

Ao < min Ep [d(S,6(W,Y, 7)), 1)

A < ¢min) Eq [d (S, ¢(Y, 2))], (62)

are satisfied for some Psyy zw as in Theorem 10.

Having established a single-letter characterization of R. (resp. R4), we briefly mention that this result can also be obtained
via the single-letter characterization of the rate-equivocation (resp. rate-distortion) trade-off for an equivalent source-coding
problem shown in Fig. 2, which we refer to as the source-coding problem in the presence of a helper with a privacy constraint.
As it may be of interest on its own, the detailed description of this problem along with a proof of its equivalence to TACI
with a privacy constraint is provided in Appendix D.

Theorem 10 (resp. Theorem 11) provide a characterization of R. (resp. R4) under the condition of vanishing type 1 error
probability constraint. Consequently, the converse part of these results are known as weak converse results in the context of HT.
In the next subsection, we establish the optimal error exponent-privacy trade-off for the special case of zero-rate compression.

This trade-off is independent of the type 1 error probability constraint ¢ € (0, 1), and hence known as a strong converse result.



B. Zero-rate compression

Assume the following zero-rate constraint on the communication between the observer and the detector,

i 1280MD _ (63)

n—oo n

Note that (63) does not imply that |[M| = 0, i.e., nothing can be transmitted, but that the message set cardinality can grow at
most sub-exponentially in n. Such a scenario is motivated practically by low power or low bandwidth constrained applications
in which communication is costly. Theorems 14 and 15 stated below provide an optimal single-letter characterization of R 4(¢)
and R.(e) in this case. While the coding schemes in the achievability part of these results are inspired from that in [6], the
analysis of privacy achieved at the detector is new. Intuitively, Theorem 15 is based on the fact that at zero-rate, the equivocation
of the private part remains essentially unaffected with the knowledge of the message M, and we may borrow results from
distributed HT without a privacy constraint problem. On the other hand, to establish Theorem 14, a more detailed analysis of
average distortion of S™ at the detector is required, which involves showing that the conditional joint distribution of the private
part and the detector’s observations given M is close (in terms of the total variation distance) to the unconditional distribution.

Lemma 7 serves as a crucial tool for this purpose. We next state the results.

Theorem 14. For € € (0,1), (0, k, Ao, A1) € Ra(e€) if and only if it satisfies,

s Pﬁ\'/e%lzguﬁpv) D(PU‘}HQUV)’ (4
Ao < glzr; Ep[d(S,¢'(V))], (65)
Ar < winBo [d(S,¢/(V), (66)

where ¢' :V — S is a deterministic function and
,TI(PU,PV) = {ng/ S T(Z/{ X V) : PU = Py, P(/ = Pv}.

Proof: First, we prove that (0, k, Ag, Aq) satisfying (64)-(66) is achievable. While the encoding and decoding scheme is
the same as that in [6], we mention it for the sake of completeness.
Encoding: The encoder sends the message M =1 if U" € T[’}U]a, 6 >0, and M = 0 otherwise.
Decoding: The detector declares H=0if M=1and V" €T [711°v]5’ 6 > 0. Otherwise, H =1 is declared.
We analyze the type 1 and type 2 error probabilities for the above scheme as & — 0. First, note by the weak law of large

numbers, that, for any § > 0,

n)

P(U™ € Tipy ), NV" € Tl )JH = 0) =P(M = 10 V" € T )|H = 0) % 1,
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Hence, the type 1 error probability tends to zero, asymptotically. The type 2 error can be written as follows.

(") n) — 1 n n n n _
Lim 5(f )= Mm P(U™ € Tjp ), N V" € Tjp ) )|H = 1)

= lim Z QUnVn(Un,’Un)

6—0

UTLET[’IL’UM’
(v")ET Py 14
§ (n + 1)|MHV|677“{* _ ein(ﬁ*i \MHVUZE(’H’U)’
where
KJ* = min D(PU\}HQUV)~

Pyy€Ti(Pu,Pyv)
Next, we lower bound the average distortion for S™ achieved by this scheme at the detector. First, note that

P(U" € T(;DULs \H=0) "1, 67)

PU" € Tl 1H = 1) Y5 1if Qu = Py, (68)

(n)

P(U" ¢ T{}_,U]& H=1) "5 1if Qu # Py. (69)

This implies that

minE [d (S",Sm) |H = 0] > Yin

s *Z Panyaisgn gy-0 14 (5 (1Y) a0)
9r

- ;d(si7¢;(v

= min Ep [d(S,¢' (V)] — DmYyan,
min Ep (d(S,¢/(V)] - Doy

{o

> min Ep

[l - Dm n 71)
{81} 2 (

for some sequences of positive numbers {v1, }nez+ and {van}nez+, such that v1, € [0,1], ¥V n € ZT, 71, ﬂ 1 and
Yon ﬂ) 0. Here, (70) follows from (67), and (71) follows from (13), Property 2(b) in [43] and the boundedness of the
distortion measure, respectively. The average distortion can be bounded similarly under the alternate hypothesis using (68) and
(12) when Qu = Py, and using (69) and (11) when Qy # Py. This completes the proof of the achievability.

We next prove the converse. Note that by the strong converse result in [8], the R.H.S of (64) is an upper bound on the
achievable T2EE for all € € (0, 1) even without a privacy constraint (hence, also with a privacy constraint). Also,

minE[d (57, 8") [H=0] < _min _ZEpsnvn (Si, (V™)) (72)

= {g/l(lg} Ep [d(S, ¢/(V))] :

Here, (72) follows from the fact that the detector can always reconstruct 5'1- as a function of V™. Similarly,

min [d (sn 5") H = 1} < min Eq [d(S,¢/(V)].
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Hence, any achievable 2y and €2; has to satisfy (65) and (66), respectively. This completes the proof. [ ]

The following theorem is the analogous result to Theorem 14 when the privacy measure is equivocation.

Theorem 15. For ¢ € (0,1), (0,%,Q0,Q1) € Re(e) if and only if it satisfies (64) and

Qo < Hp(S|V), (73)

O < Hg(S|V). (74)

Proof: For proving the achievablity part, the encoding and decoding scheme is the same as in Theorem 14. Note that the

following inequality holds for j = 0, 1;

1 1 1
—H(S"|V", H = j) — EH(M) < EH(S"|M, VM H=j) < EH(S"\V”,H = 7). (75)
Then, (63) and (75) imply that
1
H(S|V,H = j) — 3, < EH(S"\M, V" H =j) < H(S|V,H = j), (76)

for some 73, ﬂ 0. Notice that the message M does not play a role in the values of equivocation of S™ at the detector
asymptotically. Hence, any T2EE that is achievable under zero-rate compression without a privacy constraint is also achievable
under an equivocation constraint. Hence, it follows from the results in [6] and [8] that the R.H.S of (64) is the optimal T2EE
achievable for all values of € € (0, 1). Moreover, it is clear from (76) that an (29, 21) pair satisfying (73) and (74) is achievable,
and that the R.H.S. of (73) (resp. (74)) is an upper bound for any achievable 2 (resp. 21). This concludes the proof. |

In Section II-B, we mentioned that it is possible to achieve a positive T2EE with perfect privacy in our model. Here, we
provide an example of TAI with an equivocation privacy constraint under both hypothesis, and show that perfect privacy is
possible. Recall that TAI is a special case of TACI, in which, Z = constant, and hence, the null and alternate hypothesis are

given by
", Y™ H Pyy,
and H, : (U™, Y") HPUPy.

Example 1. Ler S=U ={0,1,2,3}, ¥ ={0,1},

1100 10
1100 0 1
Pgy = 0.125 - . Py = ;
00 1 1 10
00 1 1 01

PSUY = PSUPY\U and QSUY = PSUPy, where Py = ZuEM PU(U)Py|U(y|'I.L). Then, we have HQ(S|Y) = HP(S) =
Hp(U) = 2 bits. Also, noting that under the null hypothesis, Y = U mod 2, Hp(S|Y') = 2 bits. It follows from the inner



2
bound given by equations (28)-(31), and, (34) and (35) that (R, k,Q0, Q1) € Re(e), € € (0,1) if

R> Ip(W:U),
K é IP(va)v
Qo < Hp(SIW,Y),

O < Ho(S|W,Y) = Ho(S|W),

where Psyyw := Psuy Py v and Qsvyw = QSUYPW|U for some conditional distribution Py iy. If we set W := U mod 2,
then we have Ip(U;W) = 1 bit, Ip(Y;W) = Hp(Y) = 1 bit, Hp(S|W,Y) = Hp(S|Y) = 2 bits, and Hg(S|W) =
Hp(S|Y) = 2 bits. Thus, by revealing only W to the detector, it is possible to achieve a positive T2EE while ensuring

maximum privacy under both the null and alternate hypothesis, i.e., the tuple (1,1,2,2) € R.(€), V € € (0, 1).

V. A COUNTEREXAMPLE TO THE STRONG CONVERSE

Ahlswede and Csiszar obtained a strong converse result for the distributed HT problem without a privacy constraint in [5],
where they showed that for any positive rate R, the optimal achievable T2EE is independent of the type 1 error probability
constraint €. Here, we explore whether a similar result holds in our model, in which, an additional privacy constraint is imposed.
We will show through a counterexample that this is not the case in general.

Assume that the joint distribution Psyy is such that Hp(S|U,V) < Hp(S|V). Proving the strong converse amounts to
showing that any (R, x, 20,1) € R.(€) for some € € (0,1) also belongs to R.. Consider TAI problem with an equivocation
privacy constraint, in which, R > Hp(U) and Q; < Q,,;,. Then, from the optimal single-letter characterization of R, given
in Theorem 10, it follows by taking W = U that (Hp(U),Ip(V;U), Hp(S|V,U), Qmin) € Re. Note that Ip(V;U) is the
maximum T2EE achievable for any type 1 error probability constraint € € (0,1), even when U™ is observed directly at the
detector. Thus, for vanishing type 1 error probability constraint ¢ — 0 and xk = Ip(V;U), the term Hp(S|V,U) denotes the
maximum achievable equivocation for S™ under the null hypothesis. From the proof of Theorem 10, it follows that the coding
scheme for achieving this tuple is as follows.

1) Quantize U™ to codewords in Cyy = {u"(j), j € [1 : 20HW+I] yn(j) e Tipy, b i if U™ = u™ € Tf}, ;. send

M = j, where j is the index of u™ in Cy, else, send M = 0.
2) At the detector, if M = 0, declare H = 1. Else, if M # 0, declare H = 0 if (U™(M),V") € Tf,,,,~ o > 6 and

H =1, otherwise.

The type 1 error probability of the above scheme tends to zero asymptotically with n. Now, for a fixed ¢* > 0, consider a

modification of this coding scheme as follows.

D IFU™ =ut € Th,

send M =0. If U™ =u" ¢ Tp .

2) At the detector, if M = 0, declare H = 1. Else, if M # 0, declare H = 0 if (U"(M),V") € T, § >4 and
5/

,» send M = j with probability 1 — €*, where j is the index of u™ in Cy, and with probability €*,

send M = 0.

H =1, otherwise.
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It is easy to see that for this modified coding scheme, the type 1 error probability is asymptotically equal to €*, while the T2EE

remains the same as I(V;U) since the probability of declaring H = 0 is decreased. Defining Iy (u™,d) := 1 (u“ ¢ T]}{U]é),

we also have that

1
~H(S"|M, V", H = 0)

1 1
=(1—=v)(1 - e*)EH(S”|U”,V”,IU(U",6) =0,H=0)4+(1—",) € EH(S"\M =0,V*", Iy(U",6)=0,H =0)

1
Y —H(S"|M =0,V", I, (U",6) = 1,H = 0)
n

> (1= 7)1 =€) (Hp (S[UV) =)+ (1 — ) € %H (S"|M = 0,V™, Iy (U™, 5) = 0, H = 0)
+ Y %H(S"|M =0,V", Iy(U™, ) =1,H=0)

> (=)0 =€) (Hp (SI.V) =) + (=) & (Hr(si0 ) - 22)
+ Y %H(S"|M —0,V", H = 0,1 (U",6) = 1)

— (1= )1 ) (H (SI0V) =) + (=) € (Hp (SI0V) - 2 ) o

= (1 - pYn)HP (S|Ua V) — Yn,
where,

=P (U g Th, ) < Lo,

(77)

(78)

(79)

(80)

(81)

for some v > 0 such that v € O(9), ~,, is defined in (86) below, {7,/ },cz+ denotes some sequence of positive numbers such

that 7/ " 0,

= (S M = 0,V H = 0, Iy(U",8) = 1) £ 0,

/
and 5 = (1= 3) (1= )yl + (1= 7a) €22 410

Equation (77) follows similarly to the proof of Theorem 1 in [44]. Equation (78) is obtained as follows.

1

ZH(S" M =0,V",H=0,Iy(U",§ =0))

n

1 /

> —H(S"|V", H=0)— 2

n n
/

> Hp(S|U,V) — %"

where,

205

/ * n

Tn = _Qpn lOg < n) y
S|

p;‘l = ||PS7‘LV7L‘IU(U7L76):O7A{:O — PSnVnH = ||PS7LV7L‘IU(U7L’5):O - PSnVn H

(82)

(83)

(84)

(85)

(86)

(87)
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Here, (84) is obtained by an application of Lemma 6; and (85) is due to the assumption that Hp(S|U, V) < Hp(S|V).

It follows from Lemma 7 that p}, ﬂ 0, which in turn implies that

/
l; LGN (88)

From (81), (82) and (88), we have that 7, ﬂ 0. Hence, equation (80) implies that (Hp(U),Ip(V;U), Q5, Qmin) € Re(€*)

for some Q2 > Hp(S|U,V). Since (Hp(U),Ip(V;U), Q, Qmin) ¢ Re, this implies that in general, the strong converse does
not hold for HT with an equivocation privacy constraint. The same counterexample can be used in a similar manner to show

that the strong converse does not hold for HT with an average distortion privacy constraint either.

VI. CONCLUSIONS

We have studied the distributed HT problem with a privacy constraint, with equivocation and average distortion as the
measures of privacy. We have established a single-letter inner bound on the rate-error exponent-equivocation and rate-error
exponent-distortion trade-offs. We have also obtained the optimal rate-error exponent-equivocation and rate-error exponent-
distortion trade-offs for two special cases, when the communication rate over the channel is zero, and for TACI under a privacy
constraint. It is interesting to note that the strong converse for distributed HT does not hold when there is an additional privacy
constraint in the system. Thus, the problem studied here provides a counterexample to the folklore that strong converses hold
for all memoryless systems. Extending these results to the case when the communication between the observer and detector

takes place over a noisy communication channel is an interesting avenue for future research.

APPENDIX A

PROOF OF LEMMA 7

We will first prove (11). For v > 0, define the following sets,

By, ={y") € Tipyy, = Py (y"™) = Pyojre(xn,s)=0(y™)}
Cg,'y ={(y") e T[?Dy]«, :Pyn(y") < PY”\IX(X",é):O(yn)}7
B(f,y ={(") €Ty, : Qvn(y") = Qynjry(xn.6)=0y")},
Cf,’y ={") € T[Zgy]w (Qyn(Y") < Qynirg(xn,5)=0y")}s
By = {(y") € Tihy, : Qve(¥") = Qyniry (xn.5)=1(y™)},

5. = {(y") € Tl 1, - Qvn(y") < Qvniryg(xn.0)=1(y™)}-

Then, we can write

Qv — Qyrirx(xm,5)=1ll
= Z Qv (y") — Qvnirx(xn.6)=1(y")]
y’”/
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= Z |Qyn(y") — Qyrry(xn,5)=1y")| + Z Qv (y") — Qyr 1y (xm,6)=1H")]

WET, WMETG, 0,
< D Qv H Qv W+ Y Qv (") = Qurpr(xm =1 (8], (89)
(y7L)¢T[1éY],Y (y )GTQy]—y

Next, note that

Q1 (x5 yvn(1y") < Qv (y")
QUx(X™0)=1) — QUx(X",0)=1)

Qyn|1x(x7,5)=1y") = Qy=(y") < 2Qy~(y"), (90)

for sufficiently large n, since Q(Ix(X™,6) =1) L2NTY Thus,

> Qv W)+ Qvrrcxrm (") <3 Y Qyay") e ™ 1)

(y")éT{byh (™ )QT[QY]W

for sufficiently large n for some 7' > 0. We can bound the term in (89) as follows.

Yo Qv (") = Qvnirxxna=1 ()]

(yMeTly,,
= Z Qv (Y") — Qynirx(xn,6)=1(y") + Z Qyn|1x(xn,5)=1y") — Qvn(y")
(ym)eBs (ym)ecs
= Z Qv (y") — Qynirx(xn,5)=1(y") + Z Qyn|1x(xn,5)=1y") — Qvn(y")
(ym)eBs (y")605
n QY”I Xn.5 1 QY"[ Xn.5 1( )
- b )(1 Gem )T X e (TR
(ym)eBs (ym)ecs
Qrx x5y (1ly™) Qrx(xn.5)y(1y")
- ¥ o (1- T -1
Ix(X™,0)=1) Ix(X™ =1
(v)eBs ., Qx(X™,9) (y)ecs., QUx(X™,0)=1)
1
< Y QW) (1= Qrexnoypy-(y™) + Y. Qvnly ( - 1>. (92)
Ix(X™ =1
(yn GBS (y”)EC, Q( X( ’6) )
Let Py denote the type of y" and define
(n) — ; - -
B (8,7) : PR s ngl[I; ]»D(Px|y‘|QX|Y‘Py)~ 93)

Then, for y™ € T[Téy]w, arbitrary 4 > 0 and n sufficiently large, we have

n —n(EBM™ —5
Qry(xn)y»(1]y") > 1 —e (BTG =3), (94)

QUx (X", 8)=1)>1— e~ (D(Px|Qx)=7) (95)
From (89), (91) and (92), it follows that

—ny’ —n(B™ -5 -n -7
Qv — Qynjrx(xm syt ] < €7 4 e M (EWEN=T) 4 o=n(D(Px]1Qx)=3), (96)
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We next show that £(™)(8,~) > 0 for sufficiently small § > 0 and > 0. This would imply that the R.H.S of (96) converges

to O (for 7 small enough), thus proving (11). We can write,

EM™(§,7) > min min  D(Pz||Qx) (97)
P?ET[EY]’Y PXGTIT}’X](S *
1 R
> * min min P; — Qx|*|, (98)
2log2 | PyeTly, | Px€lfh, ), 1Px I

where

Qx(z) == ZP?(?J)QXW(J?@)-

y
Here, (97) follows due to the convexity of KL divergence (98) is due to Pinsker’s inequality [37]. We also have from the

properties of total variation that,
1Py — Qx| = [[Px — Qx| = [Pg — Px| — |€x — Qx|

For y" € T[ﬁ?y]w

1Qx — Qx| < 1@x1y Py — Qxvll < 1Py — Qv < k1(v),
where kj(’y) = O(’Y) AISO, for Pj{ € 17[%)(]6’

[P — Px|l < ka(9),

where k2 (6) = O(0). Hence,

E™(5,7) >

> Siors * (1Px = @xll ~ ka(7) — ko))

Since Px # Qx, E™(8,~) > 0 for sufficiently small 4 > 0 and 6§ > 0. This completes the proof of (11).
We next prove (13). Similar to (89) and (90), we have,

||PYn - PY’!L‘IX(X7L75):O||

< Y Pea(y") 4 Prajnexr =0 + D> [Prn(y") = Prnjrgxn.s)=0(y™)]; (99)
(y")%T{}Y]W (y”)ET{};YH
and
Pynire(xns)=0(y") < 2Pyn(y"), (100)

since P(Ix(X™,6) =0) AN
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Also,

> Pre(y") = Projrexn =0 (y")]

e,
= Z Pyn(y") — Pynjry(xn,6)=0(y") + Z Py (xn,5)=0y") — Py=(y")
(veB] (wecs
n n n ]- ~
< > Pea(") (1= Pryxn oy Oly™) + Y. Pyaly )(PUX(Xn 5=0) 1) <An, (10D
(veB] (et , !

for some 7, LNy Here, (101) follows due to the facts that P(Ix (X", d) = 0) o, 1, and Pr (xn 5y~ (0[y") 1 for

(y") € Bgﬁ with ~ sufficiently small. Thus, from (99), (100) and (101), we can write for some v’ > 0 that,

2 ()
||Pyn — PYn‘[X(Xn75):0|| <3e™™ + Yn — 0.

This completes the proof of (13). The proof of (12) is exactly same as (13), with the only difference that the sets l’)"fy7 and

C{ ., are used in place of B) , and Cf . respectively.

APPENDIX B

PROOF OF THEOREM 8

We will present a random coding scheme, and analyze the resulting type 1 and type 2 error probabilities followed by the
equivocation of private part S™ at the detector over the ensemble of all randomly generated codebooks. We mention here
that unless specified otherwise, the mutual information and entropy terms appearing in the proof below, like for example,
(U, W), I(U;W|V), HW|V) etc. are computed with respect to the joint distribution induced under the null hypothesis,
Le., Psuvw = Psuv Pwu.

Codebook Generation:

Fix a conditional distribution Py ¢, and positive numbers &', 6, ¢ and ) (arbitrarily small subject to the delta-convention [37]
and certain other constraints that will be specified in the course of the proof). Generate ¢/ (UsW)+6") independent sequences
wn(4), je end (U?W)‘“S/)} randomly according to the distribution [T, Py (w;), where
Py (w) =" > Py(u)Puy(w]u).
uEU WEW
Denote this codebook by C™.

Encoding: The encoder f(™) : 14" — [¢"!] is deterministic with output M, which is chosen as follows. If I(U; W) +§" > R,
the encoder performs uniform random binning on the sequences W (j), j € |e"!! (U?W)J"s/)} in C", i.e., for each codeword
in C", it selects an index uniformly at random from the set [¢"?]. Denote the bin assignment by C% and the bin index selected
for W"(j) by fg(j). If the observed sequence U™ is typical, i.e., U™ € Tlp,,),, the encoder first looks for a sequence
W™(J) such that (U™, W"(J)) € Tlpys 0 > §". If there exists multiple such codewords, it chooses one of the index J

among them uniformly at random and outputs the bin-index M = fg(J), M € [1 : e"®] or M = J depending on whether
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I(U; W)+ ¢ > R or otherwise. If U™ ¢ T[?,U]&, or such an index J does not exist, the encoder outputs the error message

M =0.
Decoding: If M = 0, H = 1 is declared. Else, given M # 0 and V", the detector looks for a typical sequence wn =
W™(L) € Tip, 1. 6 = |U|6 in C" such that
L= argmin H, (W"()|[V").

L M=fp (1),
Wn(l)eT[TIIDW]g

If (W", V") e Tipy s 6> 6, H =0 is declared, else, H = 1 is declared.
We next analyze the Type 1 and Type 2 error probabilities achieved by the above scheme (in the limit ¢, ¢’ .0 — 0).

Analysis of Type 1 error: A type 1 error occurs only if one of the following events happen.

n n n N 6//
ere = {07 V") ¢ T 0= 55 |
Eop={# € [1:erTTWO] O W) € Ty, )
Exp = {(V" WD) ¢ Thpy s
Epp = {3 Le |1 en W] 1L T (1) = fa(]), W) € Tipy),, H(W"OIV") < HE(W"(J)|V")},
E=ErgUEREUEMEUEDE.
Hence, the Type 1 error can be upper bounded as
(m)y . ; (n) (n) _
o £ = inf a(f), o) < B(E]H = 0),

In

Erg tends to 0 asymptotically by the weak law of large numbers. Note that given £fp holds, U™ € Tip,),,, and by the

(s//
covering lemma [37, Lemma 9.1], it is well known that Egg tends to 0 doubly exponentially for 6 > ¢"" and ¢’ appropriately
chosen. Given £g, N Sy holds, it follows from the Markov chain relation V' — U — W and the Markov lemma [42], that

P(EnE) tends to zero as n — oo for 6>0 (appropriately chosen). Furthermore,

P(SDE| Vvt =", Wn(t]) =w", Eyp NEpp N 5%15)

271(1(U:W)+6')

< Y > P(fp(l) = fo(J), W"(1) =@"| V" =v", W"(J) = w",E5p N Efp N EFp)
ll:llj, H)"ET{},W]A:
7 He (5" ™) < H (" o)
271(1(U:W)+6')
= Z Z PW™(l) =w"| V" =" W"(J) =w", €y N ELp N ETE) ok
=1, 17)”€T[7},W]A:
P H @ o) <H. (w0
271(1(U:W)+6’)
< Z Z 27nR27n(H(W)761)

— ~ T n .
ll;llj, [ ET[PW]A.
He (0" |0™) <H. (w"[0")
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2n(1(U;W)+5’)
< Y (4 VIV gnHOIV () g-nRg=n(H(W)=5)

=1,
1£J

< 2—n(R—1(U;W|V)—5;">)

where, 8 = O(8), y1(n) = |H.(w"[v"™) — H(W|V)| and 65 = 6, + L[V|[W]log(n+1) + & +71(n) 2 0 as §,8",6 — 0.

Hence, P(Epg) tends to zero as n — oo provided that R > I(U; W|V'), which in turn implies from the union bound that
a(fm) 0.

Analysis of Type 2 error: A type 2 error occurs only if V™ € Tﬁ’v]a , 0" = |W|5 and M #0, ie., U" € T[’;DU]W and

1"

Err does not occur. Hence, we can restrict the type 2 error analysis to only such (U™, V™). Denote the event that a type 2

error happens by Dy. Let
Era = {U" ¢ Ty, o8 VP & T - (102)
The type 2 error probability can be written as

B(f™,e) = > P(U™ = u™, V" = v"|H = 1) P(Do|U™ =™, V" =", H = 1). (103)
(u™,o™)e UM XV

Let Eng = €L N EFy. The last term in (103) can be upper bounded as follows.

]P(D()|U” _ un7vn — /U’VL7H — 1)
= P(gNE|Un = un,Vn = ’Un,H = 1) P(D0|Un = un,Vn = ’Un,gNE,H = 1)

< P('Do‘Un = u”,V” = Un,gNE7H = 1)

Thus, we have

B(fM™ €) < Z P(U" =u™, V" = 0" H = 1) P(Do|U™ = u™, V" = 0", Enp, H = 1), (104)
(um,pm)e Um X V™
where,
en(I(U;W)+8") nR
P(Dy| U =u", V" =v",Eng, H=1)= Y P(J=j,f(J)=m| U" =u™, V" =" Exp, H = 1)
Jj=1 m=1
P(Do‘Uﬂ = u”,V” = Un,J = j, fB(J) =m, SNE,H = 1). (105)

By the symmetry of the codebook generation, encoding and decoding procedure, the term P(Do|U™ = u™, V"™ = o™, J =
J, fB(J) = m, Exg,H = 1) in (105) is independent of the value of J and fg(J). Hence, w.lLo.g., assuming J = 1 and

fa(J) =1, we can write
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P(D0| U" = u",V" = Un,gNE,H = 1)
en(I(U:WH»rS’) e R

Y Y PU=4fs())=m| U =u" V" =", Enp, H = 1)
Jj=1 m=1

P(Dy|U" =u™, V=0, J=1,fg(J) =1, Eng, H=1)

P(DolU" =u", V" =0, J=1,fs(J)=1, Enp,H =1)

Yo OPWrA) =wt Ut ="V =0" T =1, fp(]) =1, Exp, H =1)
wEW™

P('Do‘Un = u"7V" = 7)”7J = 1,fB(J) = 1,Wn(].) = w"7 (‘:NE,H = ].) (106)

Given £y holds, Dy may occur in two possible ways (i) when an unintended wrong codeword is retrieved from the bin
with index M that is jointly typical with V™ and (ii) when the correct codeword is jointly typical with V™. We refer to the

event in case (i) as the binning error event Egg. More specifically,

Spp = {3 le [1 L TR 1 g fp(l) = M, WD) € Ty, (VW) € T } (107)

57 Pyw];

Define the following events

F={U"=u",V"=0"J=1,fp(J)=1,W"(1) =w", Eng}, (108)
Fir={U"=u" V" =0",J=1,fp(J)=1,W"1) =w", Exg, E5E}, (109)
.7-'2:{U"Zu",V”:v",J:LfB(J) = ].,Wn(l) :w", gNEv gBE} (110)

The last term in (106) can be expressed as follows.
P(Dy|F,H=1) =P(E;p|F,H=1) P(Do|F1,H =1)+P(Epp|F,H =1) P(Dy|F2, H=1).

For the case I(U; W) > R, Epg happens when a wrong codeword W™ (1), | # J is retrieved from the bin with index M
by the empirical entropy decoder such that (W"(l), V™) € T, (Purv]s L€t Py denote the type of Pynynyn(s). Note that
Py € Ty, When Enp holds. If H (W|V) < H(W|V), there exists a codeword in the bin with index M having empirical
entropy strictly less than H (W |V). Hence, the decoded codeword W is such that (W", V™) ¢ T1p,, 1, (asymptotically) since
(Wn, vy e Tip,, ), necessarily implies that H (WV") = H(Py,,.|Py»P) — H(W|V) as 6 — 0. Consequently, a Type
2 error can happen under the event Egp only when H(W|V) > H(W|V). The probability of the event Ezp can be upper

bounded under this condition as

P(Epp|F, H=1)

<P (3 [#1, 1€[1: 200U+ oy = 1 and (W(I), ") € Tﬁ,wv]s\f)
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27L(I(U;W)+6')

< X B(W0.") € Tpyy ) |F) B (150 = UFe (W"(0).0") € T, )
1=2
on(I(U;W)+5")

= > P(WW) €Ty |F) 278
=2

27L(I(U;W)+6')

< > P(W™(l) = @"|U™ = u™, V" = o™, Eng, E& ) 271 (111)
1=2 "
(o™, )ETPWV]
on(I(U:W)+38")
g Z Z 2—1’LR2—71(H(W)—51)
=2 w":
(@, )GT[PWV]
21L(I(U;W)+(5')
< Z (n+ 1)\VHW\ gn(H(W[V)+ds  9—nRo—n(H(W)—d1)
=1,
14
< 2—n(R—1(U;W|V)—6£"))7 (112)

where 55{1) ﬂ) 0 as 9, 6’,5 — 0. Also, note that, by definition, P(Dgy|F2) = 1.
We proceed to analyze the R.H.S of (104) which upper bounds the type 2 error [3( f(”),e), in the limit n — oo and
8, 8',6 — 0. From (106), it follows that

lim  lim Y PU" =u" V" =v"|H=1) P(D|U" =u", V" =", Exp, H = 1)

N0 §,5,6'=0 o
,

= lim lim Y PU"=u"V"=0"|H=1)

N0 §5.6,6'—0 o

IP(D0|U” = ’Ltn, Vn = ’Un7 J = LfB(‘]) = LgNE;H = 1) (113)
Similar to that in [13], rewriting the summation in (113) as the sum over the types and sequences within a type, we obtain

P(Do| Eng, H=1)

_ Z 3 [P(U":u",V":v"|H:1)

Pgoyw€  (u™0"w™)

T”(u><v><W) €TPy o

P(W™(1) =w"|U" =u™, V" =0",J =1, fg(J) =1,EnE, H=1) P(Dy|F,H =1)| (114)
Since H; is the true underlying hypothesis, we have

P(U" =u™, V" =0"|H =1) P(W"(1) =w"|U" =u", V" =v",J =1, fg(J)=1,ENnE, H=1)

< o~ MHUV)+D(Pyy||Quv)+H(W|U)— 5 [U|| W] log(n+1)) (115)

where Pp 7, denotes the type of the sequence (u™,v", w™).

With (112) and (115), we have the necessary machinery to analyze (114). First, consider that the event Exg N £ holds.
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In this case,
P(Dy|F1, H =1) =P(Do|lU" =u", V" =", J =1, fp(J) =1, W"(1) =w",EnE, 5y, H = 1)

L if Punn € iy, and Punon € Ty

= (116)
0, otherwise.
Thus, the following terms in (114) can be simplified (in the limit 5,5 — 0) as
lim lim [PU":u”,V":v”Hzl P(EGE|F,H=1) P(Dy|F1,H=1
Jm o dm Z ( [H = 1) PGy ) B(Do|F1, H = 1)
Poywe (u™ o™’ )
THUXVXW) ETP
P(W™(1) = w"|U" = u™, V" = o™, J =1, f5(J) = 1,Enp, H = 1)}
< lim lim PU™ =u™, V" =0"|H =1) P(Dy|F1,H =1
g, BT = 2
T"(uxVxW) €Tpy
POW™(1) = w"|U" =", V" = 0", J = 1, f3(J) = 1, En, H = 1)]
< lim (n+ 1)|MHVHW\ max et H(UVW) ,=n(H(UV)+D(Pgy ||Quv)+H(W|U)— 4 [U[[W|log(n+1)) (117)
T n—oo P["]\"/We
Ti(Puw,Pvw)
— lim e P,
n—oo
where
By = Jmin H(UV) + D(Pgy||Quv) + HW|U) = HUVW)
ﬂ(ng‘//v‘jVva)
1 1
— S UVIVllog(n +1) — —[U|W[log(n +1)
P> 1 Ps
= min P 10g< 4% UP~~~>01
Prow € Z Uvw QUV PUV PUVV uvw ( )
Ti(Puw,Pvw)
= min D(Pyiriy|IQuvw) — o(1) ™ By (Piyoy), (118)

Pgow €T (Puw,Pyw)

where Quvw = Quv Pw|u. To obtain (117), we used (115) and (116). This results in the term E; (P y) in (18).

Next, consider the terms corresponding to the event Ey g NEpg in (114). Note that given the event Fo = {U™ = u™, V" =
’U’ﬂ,J = 1,fB(J) = ]_’Wn(]_) = wn’ gNE7 EBE'} occurs, Pynyn € Tﬁ’uw]a' Also, 'DO can happen Only if He(,wn‘,vn) >
H(W|V) — ~5(0) for some positive function 72(8) € O() and Pyn € Tip,),,,- Using these facts to simplify the terms

corresponding to the event Exp N Epp in (114), we obtain similar to [13],

n—00 §/ 550

lim  lim 3 Z [P(U" = u", V" = v"|H = 1) P(Epp|F, H = 1) P(Do|Fo, H = 1)
Pgowe  (u™ o™ w" )
TH(UXVXW) ETP

P(W™(1) = w"|U" =u™, V" =v",J =1, fg(J) =1,Enp, H = 1)

’I’LEQT,

= lim e~ ' (119)

n—r oo
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where,

e . 1
Eyi=  min_ H(O7)+ D(PagllQu) + HOVID)+ R — IUWIV) = 0] VW] log(n + 1)
E(guvv‘[jipv)

1
- E'Z/{HW' log(n + 1)
Also, note that Egg occurs only when I(U; W) > R. This completes the analysis of the T2EE.

Next, we lower bound the equivocation of S™ at the adversary as follows. Assume H = 0. Let Iy := 1(M # 0). Then,

we have

H(S"|M,V* H=0)=H(S"|M,V", Iy,H =0)

=P(M = 0|H = 0)H(S"|M,V",Ip; = 0,H = 0) + P(M # 0|H = 0)H(S"|M, V", Iy = 1, H = 0)

> von H(S™|M, V™, Iy =1, H = 0) (121)

> Yon H(S"|W"™(M,M"), V" M,I); =1,H = 0) (122)

> n(Hp(SIW, V) ~ ). (123)
(n) (n) (n)

for some 7o, RN 1, vy, — 0. Here, (121) follows since under hypothesis Hy, P(Err U Epr) — 0; (122) follows since
M and X are functions of the codeword W™ (M, M'); and (123) follows similarly to the proof of Theorem 1 in [44].
Next, assume that H =1 and Py = Qu. Let &y = {U™ ¢ Tﬁ?U]J// }. Then, by the weak law of large numbers and covering

theorem [42], it follows that
P(Ey UpplH =1) "5 0.
Consequently, P(M # 0|H = 1) ON Thus, we can write

H(S"|M,V", H =1) = H(S"|M,V", I, H = 1)

=P(M =0|H = 1)H(S"|M,V", Iy =0,H = 1)+ P(M # 0|H = 1) H(S"|M, V", I,y = 1,H = 1)

>y HS"|M, V™" Iy =1,H =1) (124)
> yun H(S™W™(M, M), V", M, Iy = 1, H = 1) (125)

for some 71, o, 1, Yn 12N Eqn. (126) follows similarly to the proof of Theorem 1 in [44] since (U™, W™ (M, M’)) €

Tipy s ad Qsnyrnjun wn(n,mr) = [T, Qsviu-

Now, assume that H = 1 and Qu # Py. Then, it follows that for some 0 < v’ < D(Py||Qu),

(n

P(Ey|H =1) > 1 — e "PEQ0=) .=y, 1y (127)
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Recalling that Iy (u™, ") :=1 (u" ¢ T[?,U](w), we can write

H(S™|M,V" H =1)

> o, H(S"|M, V" Iy (U",8")=1,H = 1)

=yo, H(S™"|V", Iy(U™,6")=1,H = 1) (128)
> yon (H(S"|V™, H =1) —3,) (129)
> n(Hq(S|V) = Yan), (130)

(n)

for some ~4,, —> 0. Eqn. (128) follows since given I;(U",¢"”) = 1, M = 0. Eqn. (129) follows from the fact that for ¢”

small enough,
[H(S"[V", H =1) = H(S"|V", Iy(U",6") = 1, H = 1)| < 7,

which in turn follows from Lemma 6 and 7. Thus, we have shown that (R, %, o, Q1) € Re(¢), € € (0,1), provided that (14)-

(17) are satisfied, and by the random coding argument, there exists a deterministic codebook that achieves this tuple.

APPENDIX C

PROOF OF THEOREM 9

The generation of the codebook C™ and the random coding method for analysis is the same as in Theorem 8. However,
a stochastic encoder f(™ : Y — {Pymin}, M = [e"F] with output M is used at the observer instead of a deterministic
encoder. Again, unless specified otherwise, the mutual information and entropy terms appearing in the proof below, like for
example, I(U; W), I(U; W|V'), H(W|V) etc. are computed with respect to the joint distribution Psyvw = Psyy Py |u. As in
Theorem 8, §’, ¢§”, ¢ and 6 appearing in the proof below denote arbitrarily small positive numbers subject to delta-convention
[37] and certain other constraints that will be specified in the course of the proof.

Encoding: For a given codebook C", define a conditional probability distribution

[T 1 Poyw (wi|Wi(5))
>0, iy Poyw (wilWi(5)))

Pg, (jlu",C") : (131)

If I(U; W)+ ¢ + w > R, the encoder performs uniform random binning on the sequences W"(j), j €
[e”(I(U"WH‘S/) in C™, i.e., for each codeword in C™, it selects an index uniformly at random from the set G a1
Denote the bin assignment by C7 and the bin index selected for W™(j) by fg(j). If the observed sequence U™ is typical,
ie, U" € Tjp,y,,. then the encoder outputs the message® M = (T, M'), M' = fp(J), M € [L : e"] or M = (T,J)
depending on whether (U; W) + & + HIWIst) B o otherwise, where J € [e"(/(UiW)+0)] s selected according to

the probability Pg, (j|u™,C™) and T denotes the index of the joint type of (U™, W™ (J)) in the set of types 7" (U x W). If

Ur ¢ T[},U]é”, the encoder outputs the error message M = 0.

2Note that this is valid assignment since the total number of types in 7" (U x W) is upper bounded by (n + 1)4IPVI [37],
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Decoding: f M =0or T ¢ T[?,UW]S, H =1 is declared. Else, given M # 0 and V", the detector looks for a typical
sequence W™ = W(L) e Ty, 6 = U6 in the codebook such that
L= argmin H, (W"()|V").

I: M=f5(1),
W (D)ETpy, 1.

The detector declares H = 0 if (W™, V") e Ty, for 6 >0, else, H =1 is declared.

We next analyze the average of the Type 1 and Type 2 error probabilities achieved by the above scheme (in the limit
8,8',5 — 0) over all random codebooks C™ and Cq.

Analysis of Type 1 error:

The system induced distribution when H = 0 is given by

p(O) (Sn’ un7vn7j3 wn’ m’j,wn)

= HPSUV(Si,Ui,Uz,Zi) Pg, (jlu™,C"L(W™(j) = w")1(f5(j) = m) Pep(jlv", m)
=1

L(W"(j) = a"), if u" € Tlp,.,,, (132)
and
N n
PO(s7 u™ v™ m) = HPSUV(si,ui,vi)] L(m =0), if u" ¢ T}, )., (133)
=1

Consider two auxiliary distribution ¥ and U defined as
i](O) (Sn7 un? /Un’ j7 wn7 m?j? /lj:)n)

Pg, (jlu", )L (W™ (j) = w™)L(f5(j) = m) Ppp(jlo", m)L(W"(j) = &™), (134)

n
1 Psvv (sis i, vi)
i=1

and

On ,n  n ;N Sooan
\P( )S 7u ’U 7]7w 7m)j’w)

1

= aawme LIVH) = w")

HPUW(Uilwi)]

Pep(jlv",m)L(W"(j) = @) (135)

11 Pvsiv(vi, 5i|ui)] 1(fB(j) =m)

i=1

Note that the distributions P(®), W(%) and W(®) defined are random variables and depend on the codebook realization C” and
the binning assignment. Also, observe that the stochastic encoder is chosen such that Pg, (ju”,C") = ¥(9)(j|u") and hence,
the only difference between the joint distribution (%) and T is the marginal distribution of U". By the soft-covering lemma

[38] [40], it follows that for some ~y; > 0,

Ecn |09 — &) H = o} < exp (—mn) 2 0. (136)
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Hence, from (136) and the properties of total variation, we have
Een [[[0© — 9O ||H = o} < exp (—y1n). (137)

where the distributions ¥(®) and U(®) are over the r.v.’s given in (134). Also, note that the only difference between the

distributions P(®) and ¥(% is Py when u" ¢ T/% , . Since P(U" ¢ Tgsn) M0, it follows that for some {V2n tnez+

[Pu](g//

such that 7o, ﬂ 0,
Ecn [IP© = 3O H = 0] < 13, (138)
Eqns. (137) and (138) together imply that
Ece [IP© — WO H = 0] < 3, = 120 +exp (=71n) L5 0. (139)

This means that the system distribution P induced by encoding and decoding operations (when Hj is the true hypothesis)
can be approximated by that under U(9). Let P() and ¥V be defined by the R.H.S. of (132), (133) and (134), with Psyy
replaced by Qgsyyv. Let UM denote the R.H.S. of (135) with Py s|u replaced by Qv gjy. Note that under joint distribution
oW 1€ 0,1},

Also, since I(U; W) + 6’ > 0, by the application of soft-covering lemma,
Een | S 1Pw — Wl (DI H = 0| < exp (—yan) “h 0, 1=0,1, (141)
i=1

for some 4 > 0. From (135), (139) and (141),

(n)

P((U™, W™ (J)) € Tjp, 1, H = 0) — 1. (142)

Pywls

by the weak law of large numbers. A type 1 error occurs only if one of the following events happen.

n n n S 6//
ere = { " V") £ 1,10 = 55

Esg = {T QE T[T[L:’UWLS}7
Euie = {(V W) ¢ T, )

Epp = {3 I e [1 : en(I(U;WHé’)} AT fe(l) = f3(), W) € Tipy,,» H(W™(D)[V") < He(W"(J)IV”)},

E=ErgUEsg UEDE.
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Hence, the type 1 error can be upper bounded as

a(f™) = inf a(f™, ") < B(E|H = 0).

giLn)

P(Erg) tends to 0 asymptotically by the weak law of large numbers. From (142), P(Esg) . 0. Given Eép and EF 5 holds,
it follows from the Markov chain relation V' — U — W and the Markov lemma [42], that P(€ysg) tends to zero as n — oo for

6>6 (appropriately chosen). Also, similar to that shown in Theorem 8, it follows that

P(Epg| V' =™, W(J) = w", €55 N ESy N ESp, H = 0) < e (R-ITWIV)=6") (143)

(n

where 6§n) 0 as 5,8',8 — 0. Hence, by the union bound, a(f(™) LSRN provided R > I(U;W|V) (in the limit
5,8',86 = 0).

Analysis of Type 2 error: The analysis is similar to that of Theorem 8. First, note that a type 2 error occurs only if
V™ e T[TILDv]é , 0 = |W|5, M #0,ie., U™ € T[TJLDU]J,, and T € T[’;;UW]S. Hence, we can restrict the type 2 error analysis to

11

only such (U™, V™). Denote the event that a type 2 error happens by Dy. The type 2 error probability can be written as
B(f(n)’e) — Z P(Un — u”,V" — 1}”|H — 1) P(Do‘Un — un7vn — U7L7H — 1)_ (144)
(U",U”)G Uunxyn

Let Enp == E5p N{V" € Ty, } N {U™ € Ty, }- The last term in (144) can be upper bounded as follows.
P(Dy|U" =u™, V" =0v", H =1)
= P(Enp|UT = u", V" =" H = 1) B(D|U™ = u™, V" = o™, Enp, H = 1)
< P(Do|U™ = u™, V" = o™, Enp, H = 1).

By averaging over all codebooks C", C% and using the symmetry of the codebook generation, encoding and decoding

procedure, we can write similar to (106) that,

P(Dol Uu" = u”7V" = Un7gNE,H = 1)

= Y PW"(1)=w"|U"=u"V"=2",J=1,fs(J) =1, Eng, H = 1)
w"eWw™

P(Do|U™ = u™, V™ =", J =1, fg(J) = 1, W (1) = w", Enxp, H = 1). (145)

Defining the events Egp, F, F1, F2 as in eqns. (107), (108), (109), (110), respectively, the last term in (145) can be written

as
P(Do|F,H=1)=P(Egp|F,H=1) P(Dy|F1,H =1) + P(pe|F,H =1) P(Dy|F2, H =1). (146)

The first term in (145) can upper bounded as
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1 -~ ~
POV (1) = w'|U" = ' V" =" T =1 fp() =1, Enp H=1) < gy < e (OIS UIVIosr). - 1a7)
P

WO |
To obtain (147), we used the fact that Pg, (1|u",C™) in (131) is invariant to the joint type Tp, . of (U™, W"(1)) = (u",w")
(keeping all the other codewords fixed), which in turn implies that given Ex g and the type Py of U™ = u”, each sequence

in the conditional type Tp_

- is equally likely (in the randomness induced by the random codebook generation and stochastic

encoding in (131)) and its probability is upper bounded by m The analysis of the other terms in (146) is the same as in
Theorem 8 and results in similar factors in the T2EE. Hence, it is omitted. Therefore, by the random coding argument, there
exists a sequence of deterministic codebooks (C™, C}) such that it achieves the T2EE given in (15) and satisfies the type 1
error probability constraint ¢, (142), (139) and (141). Using these codebooks for coding (at the encoder and decoder), we next
lower bound the average distortion of S™ at the adversary decoder as follows.

First consider that the null hypothesis holds. Then,

el

ZEPW (51, 6:(0M, V™)

{¢ (m, U")}
> min E — d(S;, o; (M, V™ — Dpvan 148
Z pmmin | Ewo n; (S, i ( ) 3 (148)
1 n
> Hlll’l E — d qu, i Wia‘/i Dm, n 149
(in, Ego l”; (S, d4( ) V3 (149)
> {;?‘i%} Ep [d(S, ¢(W,V))] = D (v3n + exp (—7an)). (150)

Here, (148) follows from (139) and boundedness of distortion measure; (149) follows from (140); (150) follows from (141)
and the fact that \Ilg))v Wi = Pé?;\wv i €[n].

Next, consider that the alternate hypothesis holds and that Qy = Py. Then, from the soft-covering lemma, it again follows

that

{H\IJ(I — @82” H = 1} < exp (—y1n) ﬂ 0. (151)
and

Ecn [Iw® = 3D)|H = 1] < exp (~mn), (152)

where the distributions ¥ and U are over the r.v.'s given in (134). Also, note that the only difference between the

(n)

distributions P() and U(V) is Ppg, when u™ ¢ T7p, \ . Since Qu = Py implies P(U™ ¢ T(p, ;  [H = 1) == 0, it follows

that

Ecn [IP®) = $D)||H = 1] < 92, 0. (153)
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Eqns. (152) and (153) together imply that
|PO — GO [H = 1] < g, = 2 + exp (—71m) 5 0. (154)

This means that the system distribution P induced by encoding and decoding operations when H; is the true hypothesis

can be approximated by that under (Y. Then,

minE [d (5”, S") \H = 1}

g™
= R Z]Epm (S, (M, V™))
>  min 1 d(S;, pi(M, V" — Dpvan 155
Z . in Eya) [ Z Gi(M, V™)) 73 (155)
> min Ega - d Si, i WZ,V; Dm n 156
(i By n;( oi( ) V3 (156)
{H(H%}EQ [d(S, d(W, V)] = Dyn(3n + exp (—yan)). (157)

Now, consider the case H = 1 and Qu # Py. Then, it follows that for some 0 < v/ < D(Py||Qu),

P(M=0H=1)=P (Un ¢ Ty, [H = 1) > 1 — e nPPulRU)=) . g

Hence,

Iﬁir)lE [d (snsn) H = 1} 2, omin Z]EP(D (Si, 65(0, V)]

1 n
n E d(Si, 9;(Vi)) | — Dmysn 158
{¢'<v)} Q ;( ¢; (Vi) V3 (158)
= min EQ[ (S,(b/(V))] _Dm('YBn)- (159)

{¢/( )}

Here, (158) follows from Lemma 7. Thus, we have shown that (R, x, Ag, A1) € Ry(e), € € (0, 1), provided that (14), (15),

(20) and (21) are satisfied. This completes the proof of the theorem.

APPENDIX D

ONE-HELPER LOSSLESS SOURCE CODING PROBLEM WITH A PRIVACY CONSTRAINT

Here, we show the equivalence between the one-helper lossless source coding problem with a privacy constraint shown in
Fig. 2 and the HT with a privacy constraint problem. In the one-helper lossless source coding problem with a privacy constraint,

the main encoder fén) (resp. helper encoder f (”)) sends the message M (resp. M) based on its observation Y™ (resp. U™) to

the legitimate decoder gl(,”) through a noiseless channel with rate constraint 12, (resp. R). The goal of the legitimate decoder

gl(,") is to reconstruct Y™ losslessly using the received indices M and M as well as its side information Z™. This is a source

coding with coded side information problem, studied in [45]. However, in our case, there is an additional sequence S™ and
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§") which has access to (M,Y™, Z™). The goal is to keep S™ private from the adversary decoder such

an adversary decoder g
that (3) (resp. (4)) is satisfied when average distortion (resp. equivocation) is the measure of privacy. Note that the adversary
decoder has access to all the information that the legitimate decoder has. Hence, protecting S™ cannot depend on coding
techniques that are based on the adversary partially missing data (or having a noisier channel), as is common in many physical
layer security related works. We measure the privacy of S™ at the adversary decoder under two cases, namely, when the joint

distribution of the r.v’s (S™, U™, Y", Z") is (i) H?:l Psyyz and (ii) H?:l Qsuy z- The pair of equivocation and average
distortion tuples simultaneously achievable in these two cases are of interest.

Definition 16. Given a distortion measure d : S™ x 8" — [0, D,,], a rate-distortion tuple (R, R,, Ao, A1) is achievable
if there exists a sequence of encoding functions f™ : U™ — [ef], ,5") : V" — [e"Pv] and decoding functions gl(,") :
[e"B] x [e"Bv] x Z" — Y™ such that

limsupP(Y"™ £ Y") =0, (160)

n—oo

and (3) are satisfied. Let 7A€d denote the closure of all achievable (R, R, Ao, A1) tuples.

Definition 17. A rate-equivocation tuple (R, Ry, o, 1) is achievable if there exists a sequence of encoding functions f () .
Uur — [enfy, fgsn) : V" — [e"Fv] and decoding functions g@(,n) : [e"B] x [e"Bv] x 2" — Y™ such that (4) and (160) are

satisfied. Let Re denote the closure of all achievable (R, R, o, Q1) tuples.

Let R(Y = R, k, Ao, A1)} such that there exists f() : U™ — {Pypn}, M = [e"] satisfying
d |

1
Kk < ED(P]MY"Z"HQMY"Z”) =I(M;Y"|Z"), (161)
. n an — il > R —

;Ef)IE[d (s 8 )\H z} > A, i=0,1, (162)
(Ym, Zn S") —U" — M, M = f™(Um). (163)

Similarly, let Rg") = {(R, k,9Q0, 1)} such that there exists f(™) : U™ — [e”R} satisfying (161), (163) and
1
—H(S"|M,Y", Z" H=14)>Q,;, i=0,1. (164)
n

The next theorem provides a multi-letter characterization of 7% and 735.

Theorem 18. Let 7%;”) denote the set of (R, Ry, Ao, A1) tuples such that (162), (163) and

1

Ry > ~H(Y"|M,Z"). (165)

are satisfied. Similarly, let 7@9) denote the set of (R, Ry, o, 1) tuples such that (163), (164) and (165) are satisfied. Then,

Ry = c (unfzg")) 7 (166)

Re =dl (unkg")) . (167)
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Proof: We first prove (166). For the achievability part, consider the following scheme.

Encoding: Fix n and " : Y™ — Prpyn satisfying (162). For j € ZF, upon observing u™/, the helper encoder transmits
the super-message M = (M (1),...,M(j)), where each M(j) € [e"F] is selected independently according to Pyron—unj)-
The main encoder f;‘j YW — {1,2,---, e} performs uniform random binning on Y™, i.e., for each observed sequence
v™, an index M is chosen uniformly at random from the set {1,2,--- e},

Decoding: On receiving M and M, the legitimate decoder checks for a unique sequence Y™ such that fy(Y”J) = M and
(Y”j, M,Z™) € T[J;,,LMZ"]J. If successful, it outputs ¢(™) (M, M, Z"7) = Y™, Else, an error is declared.

Analysis of the probability of error: The following events may result in an error at the legitimate decoder.

& ={(Y™, M, Z") ¢ T iy 7,

E2= {3V £YM, fPDF) = [Y™), (T, M, 2Y) € Ty )

By the joint typicality lemma [42], Pr(&;) — 0 as j — oo. Also,

P(&2)

Z P(vnj’,n% an) P (fyn](?nj) = f;j(vnj)7 (i/nj’ M, an) € T[;/”MZ"],s)

Y™ m, znd

Z ]P’(v”j, m, z”j) Z e IRy

"I m,z"I njigTd
y=,m, v ET[yann]é

< IH(Y™N,Z™)+3) ,~njR,

. Y™|M,Z™)+5
_ (M )

Hence, P(&;) — 0 as j — oo if Ry > H(Y™|M, Z")+ 4. Note that (Z",Y™)—U" — M. Also, defining I(k,n) := k—n| %],

we can write,

inf B [d (5%, 8%) |1 = 1,

gr
L)

- %;QEEE 4 (570 8"0) 11 = ] + iigi% B0 (S o0 Shiay ) 1 = Hi (168)
j=19r v

> %:;Pf) E [d (ssn) H = Hl} - (LSZJ A

Here, (168) follows since {M(j), (éTil)n+1’ Zg:l)nﬂ}je% forms an i.i.d. sequence. Taking limit & — oo, we obtain

lim inf inf E [d (S’“, 5’“) \H = H} > A (169)

k=00 (k)

Thus, if (R, Ry, Ao, A1) € RSV, then (R, R,, Ao, Ay) € Ry. Since Ry is closed by definition, it follows that ¢l (7%;")) C Ry
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Similarly, for fixed f(™) that satisfies (164), and M = (M (1), M(2),...) as before, we have

L

3=
i

1 1 k
EH(SklMaY’iZ’“,HZHi) =z % —H(S"(7)IM(5),Y"(5),Z2"(§),H = H;) > (LI?JQi-

n RA

j=1 n

Thus,
1
likminf %H(S’ﬂM, Yk ZF H = H;) > Q;, (170)
— 00

and it follows that cl (7%2”)) - 7@6.

For the converse, we have by Fano’s inequality that H (Y”|M ,M,Z"™) < ~,, where 7, — 0 as n — oo. Hence, we obtain

nR, = log(|M|) > H(M|M, Z™)
= H(M|M,Z") — H(Y"|M,M,,Z") + H(Y"|M,M,Z")
>H(Y"™, M|M,Z") —~,
=H(Y"|M,Z") + HM|Y", M, Z") = 7
> H(Y™"M,Z") — yp.
Noting that (Z",Y") — U™ — M, M € [e"F] and (162) (resp. (164)) holds for any achievable scheme, it follows that
int (ﬁd) - 7@3 (resp. int (7@6) - 7%2 ) Taking closure, this implies that
ﬁ,d Cel (7%2) ,
and R, C ¢l (R”) . (171)
This completes the proof of the theorem. [ ]

Next, we prove an inner and outer bound for R4(e) and R.(€) in terms of multi-letter expressions. The inner bound holds

for all € € (0,1), while the outer bound holds only when € — 0.

Theorem 19.

cl (unRg”>) C Rale), Ve € (0,1), (172)
Ry C el (unRg”)) , (173)
l (unRgM) C Re(e), Ve € (0, 1), (174)
R Cdl (unRg’”) . (175)

Proof: For simplicity, denote by V' the r.v’s (Y, Z). We will prove that for all € € (0,1),

UnRYY C Rale), (176)

UnRY C Rele). (177)
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Since R4(e) and R.(e) are closed by definition, this in turn implies that

cl (UnRg’)) C Rale),

l (unRg’ﬂ) C Rele).

Fix n and an encoding function (possibly stochastic) f(™ : 4™ — {PA;”UH}, M = [e”R} satisfying (162). Let M (j) denote

the encoder output for the j** block of samples U™ (). Then, the distribution of M (j) is given by

Parjy(m) = Y Punggy(u") Pygys (mlu”).

uneun
Since the sequence (U™(1),U™(2),...) is ii.d., so is (M (1), M(2),...). The encoder transmits the super-message M =

(M(1),M(2),...) formed by the concatenation of these sub-messages. Note that {M (), V(Jj',”_’l)n +1} - form an infinite
je

sequence of i.i.d. r.v.’s indexed by j. Hence, by the application of Stein’s Lemma [5], we have for all € € (0,1) that,
log (B(nj,€)) _ =D (Pirv~[|Quzv~)

lim sup <
o0 nj n

For k > nj, B(k,e) < B(nj,€). Hence,

Qirvn) _

log (B(ng,€)) _ —D(Pyy»

1
lim sup w < limsup

m—soo m j—o0 nj n

Note that (163) is satisfied. It can be shown similarly to (169) that

lim inf inf E [d (S’“, Sk) \H = H] > A, i=0,1,

k—o0 ggk)

and hence, (R, k, Ag, A1) satisfying (161), (162) and (163) is achievable. This proves (176).

Also, it can be shown similarly to (170) that
1
liminf — H(S*|M,V* H = H;) > Q;,
k—oo Kk

which proves (177).

Next, we prove the converse part, i.e.,

Ry C dl (unRg")) , (178)

R. Cdl (unRg’U) . (179)
We will show that

int (Rg) C U,RYY, (180)

int (Re) C U,RM. (181)

(&
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This would complete the proof of the converse as (180) and (181) implies (178) and (179), respectively. Let f )y —
{Pyipn}, M= [e"f] and A C [e™] x V™ be an arbitrary encoding function and acceptance region for the detector, such

that a(f™), g(™) = Ppryn(A°) < €. Then, we have, by the log-sum inequality [37] that

D(Pryvn||Qarvn) = Parvn (A°) log (PMV" (A9 PMW(A))

QMV(AC)) + e (A log (QMV" (A)
=—n(a(f™,9")) = (1= eog (5 (£™,4)).

As 0 < a(f™,g"™) <e limeyoh(a(f™,g™)) — 0. Thus, we have

lim + log (B (r™.9m)) = %D(PMVH Quive). (182)

e=0n

Also, note that (162) and (163) should be satisfied by definition for any achievable (R, k, Ao, A1) € int (Rq). Similarly, it
follows that for any achievable (R, k, 0, $21) € int (R.), (161), (163) and (164) should be satisfied. This completes the proof

of the theorem.

Corollary 20.

Ra

l (unng")) ,

Re=cl (UnRgn)) .

Noting that I(M;Y™|Z") = nH(Y|Z) — H(Y™|Z", M), it follows from the definition of R (resp. R%), R” (resp. R%),

Theorem 18 and Corollary 20 that the following equivalence between R. (resp.R4 ) and Re (resp. R4) holds.

(R, k,Q0,Q1) € Re & (R, H(Y|Z) — £,Q0,01) € Re,

(R, k, Mg, Ay) € Rg = (RH(Y|Z) — 1, Ao, A1) € Ry.
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