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EEE WINDOW MONITORING PRIVACY NOTICE

What is the purpose of this document?

	Imperial College of Science, Technology and Medicine (the “College” or “Imperial”) is committed to protecting the privacy and security of your personal information.
This privacy notice describes how we collect and use personal information about you during and after your relationship with us, in accordance with the applicable data protection legislation the Data Protection Act 2018 and the General Data Protection Regulations (the “GDPR”) and the College’s Data Protection Policy. 


The College is a "data controller". This means that we are responsible for deciding how we hold and use personal information about you. We are required under data protection legislation to notify you of the information contained in this privacy notice.

This notice applies to current and former student, staff, and members of the public. This notice does not form part of any contract of employment or other contract to provide services. We may update this notice at any time.

It is important that you read this notice, together with any other privacy notice we may provide on specific occasions when we are collecting or processing personal information about you, so that you are aware of how and why we are using such information.

The kind of information we hold about you
We may collect, store, and use the following categories of personal information about you:

· Photographs
How is your personal information collected?
We collect the photographs using a camera set to automatically take photographs of the EEE building at fixed times throughout the day. Photographs are stored on an encrypted platform online.
How we will use information about you and the legal basis for processing your data under the GDPR
We will not be using any images that may be taken of you for any specific purposes. Your image may be captured incidentally as part of our airflow monitoring project. A camera is placed in an area that has a view on the EEE building and will take pictures of the façade at regular intervals. These images are processed to determine which windows are open. The window monitoring project is part of a wider initiative to conserve energy by encourage staff and students using the EEE building to close windows overnight. Our legal basis for collecting these images is legitimate interests.
Data sharing
We will not be sharing your data with any third parties.

Data security

We have put in place appropriate security measures to prevent your personal information from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we limit access to your personal information to those employees who have a business need to know.

We have put in place procedures to deal with any suspected data security breach and will notify you and any applicable regulator of a suspected breach where we are legally required to do so.

Data retention

How long will you use my information for?

We will only retain your personal information for as long as necessary to fulfil the purposes we collected it for. It is expected the photographs will be retained for 1 year.
Your rights in connection with personal information

Under certain circumstances, by law you have the right to:

 Request access to your personal information (commonly known as a "data subject access request"). This enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing it. If you have any questions about any personal data we may have captured about you. Please contact b.pal@imperial.ac.uk or telephone +44 20 7594 6172 in the first instance.
If you want to review, verify, correct or request erasure of your personal information or object to the processing of your personal data, please contact the College’s Data Protection Officer in writing.
Data Protection Officer

We have appointed a Data Protection Officer to oversee compliance with this privacy notice. If you have any questions about this privacy notice or how we handle your personal information, please contact the Data Protection Officer at:

Imperial College London
Data Protection Officer
Exhibition Road
Faculty Building Level 4
London SW7 2AZ

e-mail: dpo@imperial.ac.uk     
You have the right to make a complaint at any time to the Information Commissioner's Office (ICO), the UK supervisory authority for data protection issues.
Changes to this privacy notice

We reserve the right to update this privacy notice at any time, and we will provide you with a new privacy notice when we make any substantial updates. We may also notify you in other ways from time to time about the processing of your personal information. 
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